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FOREWORD

The DoD Modeling and Simulation Master Plan is authorized by
DoD Directive 5000.59, "DoD Modeling and Simulation (M&S) Manage-
ment, " January 4, 1994. The DoD M&S policies, organizational
responsibilities, and management procedures are outlined in DoD
Directive 5000.59. This Plan is the Department of Defense’s first
step in directing, organizing, and concentrating its M&S capabil-
ities and efforts on resolving commonly shared problems. The im-
mense breadth and scope of DoD M&S uses, combined with the rela-
tive immaturity of many segments of the larger DoD M&S community
and its technology, ensure this first iteration is incomplete.
Over time, with the active participation and support of the DoD
M&S community, this Plan will mature to address the full range of
issues confronting DoD M&S. Many policy and technical issues may
not be identified or resolved; however, this plan, with the man-
agement framework and policies established in DoD Directive
5000.59, provides a means to achieve common technical and policy
consensus. This plan is intended to be dynamic and flexible, a
living document that will evolve as technology matures and
consensus develops on policy and programmatic issues.

This Plan:

(1) Applies to the Office of the Secretary of Defense (OSD)
Principal Staff Assistants (PSAs), the Military Departments, the
Chairman of the Joint Chiefs of Staff, the Unified Combatant Com-
mands, the Inspector General of the Department of Defense, the
Defense Agencies, and the DoD Field Activities {(hereafter referred

to collectively as "the DoD Components” per DoD Directive
5000.59).

(2) Focuses on management and an M&S technical support and
strategy to facilitate interoperability and reuse, where approp-
riate. TFuture iterations of this Plan will include additional
management and functional area objectives to more specifically
address the requirements, plans, and investments of each
functional area.

(3) Provides flexibility for the DoD Components to exercise
their own authority and judgment in executing their management
responsibilities.

(4) Applies to all of the DoD Models and Simulations used
after the effective date of this plan and it is effective
immediately.

FOREWORD
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The DoD Components may issue supplementary instructions when
necessary to provide for uniqgue requirements within their organi-
zation. The DoD Components shall forward recommended changes to
the Plan through their DoD Component M&S focal point to:

Defense Modeling and Simulation Office
ATTN: DoD M&S Master Plan Manager

1901 North Beauregard Street, Suite 504
Alexandria, VA 22311-170%

Telephone: {703) 998-0660

Facsimile: (703) 998-0667

The DoD Component M&S focal point may send recommended
changes to the above address or electronically to:

mstrplan@msis.dmso.mil

Copies of this document can be obtained from the Defense
Modeling and Simulation Office’s home page on the Internet at:

http://www.dmso.mil

The DoD Components may obtain copies of this Plan through
their own publication channels, approved for public release;
distribution unlimited. Authorized registered users may obtain
copies of this Plan from:

Defense Technical Information Center
8725 John J. Kingman Rcad, Suite 0944
Ft. Belveoir, VA 22060-6218.
Other Federal Agencies and the public may obtain copies from:

U.S. Department of Commerce

National Technical Information Service
5285 Port Royal Road

Springfield, VA 22161.

Cjz;*¢/41/Z;o»a;'ér

Paul G. Kaminski
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DL1. DEFINITIONS

DL1.1.1. Accreditation. The official certification that amodel or simulationis
acceptable for use for aspecific purpose.

DL1.1.2. Aggregate Level Simulation Protocol (ALSP). Afamily of simulation
interface protocols and supporting infrastructure software that permit the integration of
distinct simulations and war games. Combined, the interface protocols and software
enable large-scale, distributed simulations and war games of different domains to
interact at the combat object and event level. The most widdly known example of an
ALSP confederation is the Joint/Service Training Confederation (Corps Battle
Simulation; Air Warfare Simulation; Joint Electronic Combat/Electronic Warfare
Simulation; Research, Evaluation, and System Anaysis, Marine Air-Ground Task Force -
Tactical Wargaming System; Tactical Simulation; Combat Service Support Training
Simulation System), which has provided the backbone to many large, distributed,
simulation-supported exercises. Other examples of ALSP confederations include
confederations of analytical models that have been formed to support U.S. Air Force,
U.S. Army, and U.S. Transportation Command studies.

DL1.1.3. Agagregation. The ability to group entities while preserving the collective
effects of entity behavior and interaction while grouped. (See also definition of

disaggregation.)

DL1.1.4. Architecture. The structure of components in aprogram/system, their
interrelationships, and principles and guidelines governing their design and evolution
over time.

DL1.1.5. Authoritative Representation. Models, algorithms, and datathat have
been devel oped or approved by asource that has accurate technical knowledge of the
entity or phenomenon to be modeled and its effects.

DL1.1.6. Command Forces (CFOR). AnARPA ADS Program with the goal to
represent C4l,in DIS.

DL1.1.7. Command and Control Warfare C2W. The integrated use of operations
security, military deception, psychological operations,electronic warfare, and physical
destruction, mutually supported by intelligence, to deny information to, influence,
degrade, or destroy adversary C2 capabilities, while protecting friendly C2 capabilities
against such actions.

7 DEFINITIONS
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DL1.1.8. Commander in Chief (CINC). A position established under the authority
of 10 U.S.C. (reference (j)) to designate an officer assigned by the President as the
Commander of aUnified Combatant Command and who is directly responsible to the
President of the United States and Secretary of Defense for the performance of
missions assigned to that command by the President or by the Secretary of Defense
with the approval of the President. Subject to the direction of the President, the
Commander of aUnified Combatant Command performs his duties under the authority,
direction, and control of the Secretary of Defense andis directly responsible to the
Secretary of Defense for the preparedness of the command to carry out missions
assigned to the command.

DL1.1.9. Common-use M&S. M& S applications, services, or materials provided
by aDoD Component to two or more DoD Components.

DL1.1.10. Complex Data. Datathat cannot be characterized as asingle concept,
atomic dataelement as defined in DoD 8320.1-M-1 reference (k). Complex data
includes most scientific and technical data. It has been recently categorized by the
Complex Data Task Force into:

DL1.1.10.1. Highly derived data (e.g., probability hit/kill);

DL1.1.10.2. Objects utilizing the concepts of multiple inheritance (e.g.,
student-assistant is subclass of student class and employee class), multiple-root
hierarchies (e.g., atank is avehicle and atank is aweapon where "vehicle' and "wegpon”
are each roots), and polymorphic attributes (e.g., "capacity” for different types of aircraft
may mean number of people, pounds of. cargo, or galons of fuel);

DL1.1.10.3. Compositions such as command hierarchies, road networks,
images (binary large objects), compound documents; and,

DL1.1.10.4. Artifacts of legacy systems and physical constraints (e.g., aircraft
category and mission in one data element, intelligence facility code where the first few
bytes define how the rest of the field is used).

8 DEFINITIONS
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DL1.1.11. Computer Generated Forces (CGF). A generic term used to refer to
computer representations of forces in simulations that attempts to model human
behavior sufficiently so that the forces will take some actions automatically (without
requiring man-in-the-loop interaction). Also referred to as Semi-automated Forces
(SAFOR). DoD programs addressing various levels of computer automation of forces
include Command Forces, Intelligent Forces, Modular Semi-Automated Forces,
Integrated Tactical Environment Management System, and Close Combat Tactical
Trainer Semi-Automated Forces.

DL1.1.12. Constructive Model or Simulation. See Live, Virtual, and Constructive
Simulation.

DL1.1.13. DataCertification. The determination that data have been verified and
validated. Datauser certification is the determination by the application sponsor or
designated agent that data have been verified and validated as appropriate for the specific
M&Susage. Dataproducer certification is the determination by the data producer that
data have been verified and validated against documented standards or criteria.

DL1.1.14. DataDictionary. Atable or set of records whose vaues define the
alowable content and meaning of attributes.

DL1.1.15. DataDuality. The correctness, timeliness, accuracy, completeness,
relevance, and accessibility that make data appropriate for use. Quality statements are
required for source, accuracy (positional and attribute), up-to-dateness/currency, logical
consistency, completeness (feature and attribute), clipping indicator, security
classification, and releasability.

DL1.1.16. DataVerification, Validation, and Certification (VV&C). The process
of verifying the internal consistency and correctness of data, validating that it represents
real-world entities appropriate for its intended purpose or an expected range of
purposes, and certifying it as having aspecified level of quality or as being appropriate
for aspecified use, type of use, or range of uses. The process has two perspectives:
producer and user process.

DL1.1.17. DataValidation. The documented assessment of data by subject area
experts and its comparison to known values. Datauser validation is that documented
assessment of dataas appropriate for use in anintended model. Data producer
validation is that documented assessment within stated criteria and assumptions.

DL1.1.118. DataVerification. Dataproducer verification is the use of techniques
and procedures to ensure that data meets constraints defined by data standards and

9 DEFINITIONS
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business rules derived from process and datamodeling. Datauser verification is the
use of techniques and procedures to ensure that data meets user-specified constraints
defined by data standards and business rules derived from process and data modeling, and
that data are transformed and formatted properly.

DL1.1.19. Defense Simulation Internet (DSI). A wide-band telecommunications
network operated over commercial lines with connectivity to both military and civilian
satellites, alowing users to be linked on aworld-wide wide-area network (WAN).

DL1.1.20. Disaggregation. The ability to represent the behavior of an aggregated
unit in terms of its component entities. If the aggregate representation did not maintain
state representations of the individual entities, then the decomposition into the entities
can only be notional.

DL1.1.21. Distributed Interactive Simulation (DIS)

DL1.1.21.1. Programto electronically link organizations operating in four
domains: advanced concepts and requirements; military operations; research,
development, and acquisition; and training.

DL1.1.21.2. Asynthetic environment within which humans may interact
through simulation(s) at multiple sites networked using compliant architecture,
modeling, protocols, standards, and databases.

DL1.1.22. DoD M& S Executive Agent. A DoD Component to whom the
USD(A&T) has assigned responsibility and delegated authority for the development and
maintenance of aspecific areaof M& S application, including relevant standards and
databases, used by or common to many models and simulations.

DL1.1.23. Environmental Representation. Anauthoritative representation of al or
apart of the natural environment, including permanent or semi-permanent man-made
features.

DL1.1.24. Executive Agent. See DoD M& S Executive Agent.

DL1.1.25. Executive Council for Modeling and Simulations (EXCIMS). An
organization established by the USD(A&T) responsible for providing advice and
assistance on DoD M&Sissues. Membership is determined by the USD(A&T) andis at
the Senior Executive Service, flag, and general officer level.

DL1.1.26. Fidelity. The accuracy of the representation when compared to the real
world.

10 DEFINITIONS
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DL1.1.27. Functional Area. Afunctional areaencompasses the scope (the
boundaries) of aset of related functions and datafor which an OSD Principal Staff
Assistant or the Chairman of the Joint Chiefs of Staff has DoD-wide responsibility,
authority, and accountability. Afunctiona area(e.g., personnel) is composed of one or
more functional activities (e.g., recruiting), each of which consists of one or more
functional processes (e.g., interviews). Also known as abusiness area.

DL1.1.28. Functiona Data Administrator (FDAd). AnFDAdis aperson or group
that ensure the utility or dataused within the Functional Areaby defining datapolicies
and standards, planning for the efficient use of data, coordinating data structures among
organizational components, performing logical database design, and defining data
security procedures.

DL1.1.29. Genera-use M&S Applications. Specific representations of the
physical envirorment or environmental effects used by, or common to, many models and
simulations (e.g., terrain, atmospheric or hydrographic effects).

DL1.1.30. Infrastructure. See M& S Infrastructure.

DL1.1.31. Intelligence Community Coordinating Group (ICCOG). The ICCOG
serves as the intelligence community's forum for M& S exchange fostering improved
communication among community and other Government Agencies and industry. The
ICCOG promotes sharing of programs, methodologies, tools, techniques, data and other
information.

DL1.1.32. Intelligent Forces (IFOR). A specific program funded by ARPA to build
amaximum of intelligent behavior into the computer representations of forces.

DL1.1.33. Interoperability. See M&S Interoperability.

DL1.1.34. Joint M&S. Representations of joint and Service forces, capabilities,
equipment, materiel, and services used by the joint community or by two, or more,
Military Services.

DL1.1.35. Live Smulation. See Live, Virtual, and Constructive Simulation.

11 DEFINITIONS
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DL1.1.36. Live, Virtual, and Constructive Simulation. A broadly used taxonomy
for classifying ssmulation types. The categorization of simulation into live, virtual, and
constructive is problematic because there is no clear division between these
categories. The degree of human participation in the simulation is infinitely variable, as
is the degree of equipment realism. This categorization of simulations also suffers by
excluding acategory for simulated people working real equipment (e.g., smart vehicles).

DL1.1.36.1. Live Simulation. A simulationinvolving real people operating
real systems.

DL1.1.36.2. Virtual Simulation. Asimulation involving real people operating
simulated systems. Virtual simulations inject human-in-the-loop (HITL) in acentral
role by exercising motor control skills (e.g., flying an airplane), decision skills (e.g.,
committing fire control resources to action), or communication skills (e.g., as members
of aC4l team).

DL1.1.36.3. Constructive Model or Simulation. Models and simulations that
involve simulated people operating ssimulated systems. Real people stimulate (make
inputs) to such simulations, but are not involved in determining the outcomes.

DL1.1.37. Metadata. Datathat describes data. Examples. definition,
classification, accuracy, datatype, precision, currency, source, effective dates, etc.

DL1.1.38. Mission Space. The environment of entities, actions, and interactions
comprising the set of interrelated processes used by individuals and organizations to
accomplish assigned tasks.

DL1.1.39. Model. A physical, mathematical, or otherwise logical representation
of asystem, entity, phenomenon, or process.

DL1.1.40. M&Sinfrastructure. Anunderlying base or foundation; the basic
facilities, equipment, installations and services needed for the functioning of asystem.
AnM& Sinfrastructure would consist of M& S systems and applications,
communications, networks, architectures, standards and protocols, information resource
repositories, etc.

DL1.1.41. M&S Interoperability. The ability of amodel or simulation to provide
services to, and accept services from, other models and simulations, and to use the
services so exchanged to enable them to operate effectively together.

12 DEFINITIONS
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DL1.1.42. M&SWorking Group (MSWG). The MSWG supports the activities of
the EXCIM S and responds to guidance and direction from the USD(A&T). The
Director, DM SO, chairs the MSWG. The membership of the MSWG will normally be
O-6 military officers or GM-15 grade civilians. The MSWG promotes coordination
and cooperation of DoD M& S at the working level. Members will represent their
organization, serve as the DM SO point of contact for M& Sissues, and prepare their
principals for EXCIMS meetings. MSWG membership will mirror the organizational
makeup of the EXCIMS; however, other organizations may be added by majority vote of
the group, as required.

DL1.1.43. Modular Semi-Automated Forces (ModSAF). Aclass of CGF utilizing a
modular software structure in which model components have well-defined and
documented interfaces allowing run-time reconfiguration of model behavior to develop
generalized, and more sophisticated, representations of reactive behaviors and
missions. ModSAF provides an open architecture that is expected to be the starting
point for future extensions of SAFOR capabilities.

DL1.1.44. Multi-State Objects. Mission space entities that express achanging
state (in attribution and visua display) as the simulation progresses (e.g., damage to
structures, changes in vegetation, damage system representations such as vehicles, tanks,
etc.).

DL1.1.45. Protocol. Aset of rules and formats (semantic and syntactic) that
determine the communication behavior of simulation applications.

DL1.1.46. Protocol DataUnit (PDU). DISterminology for aunit of datathat is
passed on anetwork between simulation applications.

DL1.1.47. Resolution. The degree of detail and precision used in the
representation of real-world aspects inamodel or smulation; granularity.

DL1.1.48. Scalability. The ability of adistributed simulation to maintain time and
gpatia consistency as the number of entities and accompanying interactions increase.

DL1.1.49. Semi-Automated Forces (SAFOR). See Computer Generated Forces.

DL1.1.50. Simulation. A method for implementing amodel over time.

DL1.1.51. Standard. Arule, principle, or measurement established by authority,
custom, or general consent as arepresentation or example.

13 DEFINITIONS
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DL1.1.52. Synthetic Battle Field. One type of synthetic environment.

DL1.1.53. Synthetic Environments (SE). Internetted similations that represent
activities at ahigh level of realism from simulations of theaters of war to factories and
manufacturing processes. These environments may be created within asingle computer
or over adistributed network connected by local and wide-area networks and augmented
by realistic special effects and accurate behaviora models. They alow visualization of
and immersion into the environment being simulated.

DL1.1.54. Unified Combatant Command (UCC). One of the Unified Combatant
Commands established by the President of the United States according to 10 U.S.C.
(reference (j)). Also referred to as Combatant Commands. (UCCsinclude: U. S.
Atlantic Command; U.S. Central Command; U.S. European Command; U.S. Pacific
Command; U.S. Southern Command; U.S. Space Command; U.S. Special Operations
Command; U.S. Strategic Command; and, U.S. Transportation Command. (See definition
DL1.1.8. and Acronyms.)

DL1.1.55. Vadldation. The process of determining the extent to which amodel or
simulation is an accurate representation of the real world from the perspective of the
intended use(s) of the model or simulation.

DL1.1.56. Verification. The process of determining that amodel or simulation
implementation accurately represents the developer's conceptual description and
specification. Verification also evaluates the extent to which the model or ssmulation
has been developed using sound and established software engineering techniques.

DL1.1.57. Virtua Prototype. A model or simulation of asystem placedina
synthetic environment, and used to investigate and eval uate requirements, concepts,
system design, testing, production, and sustainment of the system throughout its life
cycle

DL1.1.58. Virtual Simulation. See Live, Virtua, and Constructive Simulation.
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AL1. ABBREVIATIONSAND/OR ACRONYMS

AFPEO/CB
AE/XOM

ALSP
AMG
ARPA

>

AL1.10. C3I

AL1.11. C4l

AL1.12.

AL1.13.

AL1.14.

AL1.15.

AL1.16.

AL1.17.
AL1.18.
AL1.19.
AL1.20.
AL1.21.
AL1.22.
AL1.23.
AL1.24.

AL1.25.

AL1.26.

AL1.27.

AL1.28.

Air Force Program Executive Office/ Combat
Systems Support

Headquarters USAF, Director for Modeling,
Simulation and Analysis

Aggregate Level Simulation Protocol
Architecture Management Group
Advanced Research Projects Agency
Assistant Secretary of Defense

ASD for Command, Control,
Communications, and Intelligence
ASD for Reserve Affairs

Command and Control Warfare
Command, Control, Communications,
and Intelligence

Command, Control, Communications,
Computers, and Intelligence
Conceptual Model of the Mission
Space

Defense Acquisition Board

Data Administration Strategic Plan
Director of Defense Research

and Engineering

Department of Defense Repository
System

Defense Intelligence Agency
Distributed Interactive Simulation
Defense Information Systems Agency
Dirctor, Joint Staff

Defense Mapping Agency

Defense Modeling and Simulation Office
Department of Defense

Department of the Navy M&S
Management Office

Director, Operationa Test and
Evaluation

Defense Research and Engineering
Network

Data and Repositories Technology
Working Group

Defense Science Board
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Defense Simulation Internet

Deputy Under Secretary of the Army

for Operations Research

Deputy Under Secretary of Defense

DUSD for Readiness

Executive Council for Modeling and Simulation
Functional Data Administrator

Functional Working Group

Fiscal Year

High-Level Architecture

Institute of Electrical and Electronic Engineers
Interim M& S Resource Repository

The Joint Staff, Director for Force Structure, Resources
and Assessment

Joint Requirements Oversight Council

The Joint Staff, Director for Operational Plans and
Interoperability

Joint Simulation System

Joint Training, Analysis, and Simulation Center
Joint Warfare System

Joint Warfighting Center

Modeling and Simulation

Marine Corps M& S Management Office
Multi-Level Security

Modular Semi-Automated Forces

Modeling and Simulation Executive Agent
Modeling and Simulation Investment Plan
Modeling and Simulation Operational Support
Activity

Modeling and Simulation Resource Repository
Modeling and Simulation Working Group
Oceanographer of the Navy

Director, Space and Electronic Warfare
Director of Naval Training '
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AL1.62.
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AL1.64.

AL1.65.

AL1.66.
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AL1.68.
AL1.69.
AL1.70.

ALL1.71.

AL1.72.

ALL1.73.

AL1.74.
AL1.75.
AL1.76.
ALL77.
AL1.78.
AL1.79.
AL1.80.
AL1.81.
AL1.82.
AL1.83.
AL1.84.
AL1.85.
AL1.86.
AL1.87.
AL1.88.
AL1.89.
AL1.90.
AL1.91
AL1.92.
AL1.93.

UJTL
USACOM

USCENTCOM

usb
USD(A&

USD(C)
USD(P)
USD(P&R

USEUCOM

USPACOM

USSOUTHCOM

USSPACECOM

USSOCOM

USSTRATCOM

USTRANSCOM

V&V
VCICS

VVAor VV&A

VV&C
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Deputy Chief of Nava Operations for Resources,
Warfare Requirements and Assessments
Office of the Director, Program Analysis and
Evaluation

Office of the Director, Test, System
Engineering and Evaluation

Operations Other Than War

Office of the Secretary of Defense
Protocol DataUnit

Panning, Programming, and Budgeting System
Primary Responsibility

Principal Staff Assistant

Radio Freguency

Runtime Infrastructure

Simulation Network

Synthetic Theater of War

Synthetic Theater of War-Europe

To be determined

Unified Combatant Command

Universal Joint Task List

U.S. Atlantic Command

U.S. Central Command

Under Secretary of Defense

USD for Acquisition and Technology

USD for Comptroller

USD for Policy

USD for Personnel and Readiness

U.S. European Command

U.S. Pacific Command

U.S. Southern Command

U.S. Space Command

U.S. Specia Operations Command

U.S. Strategic Command

U.S. Transportation Command

Verification and Validation

Vice Chairman of the Joint Chiefs of Staff
Verification, Validation, and Accreditation
Verification, Validation, and Certification
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Cl. CHAPTER1
GENERAL INFORMATION

Cl.1. PURPOSE
Cl1.1.1. ThisPan:

C1.1.1.1. Implements policy in DoD Directive 5000.59 (reference (a)),
paragraph 4.2.

C1.1.1.2. Establishesthe DoD vision for DoD Modeling and Simulation
(M&S) and aprocess for defining future M& S-based capabilities.

C1.1.1.3. Outlines astrategy for achieving future DoD M& S-based capabilities.

C1.1.1.4. Establishes aDoD M& S baseline to document current M& S
capabilities and developments and as areference to measure future progress.

C1.1.1.5. Assigns implementation responsibilities.

C1.1.1.6. Provides guidelines for development, cooperation, and coordination
of DoD M& Sefforts.

C1.1.1.7. Istheinitial step in aniterative process that provides for
development of functional objectives, technology development road maps, and strategies
for achieving current and future DoD M& S Objectives.

C1.1.1.8. Will provide, through successive iteration and refinement, abasis for
the development of supporting plans and programs, including the DoD M SIP.

C1.1.1.9. Establishes DoD M& S Objectives, identifies actions, and, where
possible, assigns responsibilities for accomplishing them.

C1.1.1.10. Provides abasis for developing supporting plans and programs,
including the DoD MSIP, and the DoD Component's M& S master and investment plans.
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C1.1.1.11. Provides justification for resource allocations to M& S within DoD
Component programming and budgeting processes. Note: Chapter 4 milestones for
actions are planning factors for execution of the various tasks. They may require
adjustments based on delays in technology advancements and/or limitations in the
Planning, Programming and Budgeting System (PPBS) process.

C1.1.1.12. Fosters the integration of the defense and civilian M& S bases into
aunified national and international base using common standards, processes and
methods.

C1.2. RESPONSBILITIES

C1.2.1. The Under Secretary of Defense for Acquisition and Technology shall:

C1.2.1.1. Throughiterative development and implementation of the
Department of Defense Modeling and Simulation Master Plan (MSMP) and MSIP,
strengthen the uses of M& S across the missions and functions of the Department of
Defense.

C1.2.1.2. Develop supporting plans, programs, policies, and procedures for
DoD M& Sto support the DoD MSMP and MSIP, in coordination with the DoD
Components, as required.

C1.2.1.3. Reviewthe DoD MSMP as needed to support the PPBS cycle and
coordinate changes with the DoD Components.

C1.2.1.4. Develop and implement aDoD MSIP, update it as required, and
coordinate that plan with the DoD Components.

C1.2.1.5. EstablishaDoD M& S Resource Repository (MSRR) system.

C1.2.1.6. EstablishaDoD M& S Information Analysis Center to support and
enhance the coordination of DoD M& S devel opments.

C1.2.1.7. Throughthe DoD Executive Council for Modeling and Simulation
(EXCIMS):

C1.2.1.7.1. Recommend new and/or revised DoD M& S Objectives and the
strategies, plans, programs, and investments to achieve them for incorporation into
revisions of the DoD MSMP and/or MSIP.
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C1.2.1.7.2. Evauate and recommend that the DoD Components be
designated as aDoD M& S Executive Agents (MSEAS), as required.

C1.2.1.7.3. Foster programs to develop and, where applicable, implement
DoD M& Sinteroperability standards and protocols that support the DoD MSMP and
MSIP.

C1.2.1.8. Oversee implementation of the DoD MSMP and MSIP, and ensure
these plans are resourced to meet objectives.

C1.2.1.9. Designate Principal Staff Assistants (PSASs) or Heads of the DoD
Components, as appropriate, as "Primary Responsibility” (PR) for al actions not yet
assigned in this plan.

C1.2.1.10. Take action on all Chapter 4 actions where the Under Secretary of
Defense for Acquisition & Technology (USD(A&T)) (or its subordinate organizations)
Is identified as the agent for PR.

C1.2.1.11. Through the Director, Defense Research and Engineering
(DDR&E):

C1.2.1.11.1. AsChair of the EXCIMS, monitor implementation and
execution of the DoD MSMP and MSIP and provide the USD(A&T) periodic progress
reports.

C1.2.1.11.2. Provide EXCIM S-developed recommendations regarding
new DoD M& S Objectives and changes to the DoD MSMP and/or MSIP to the
USD(A&T).

C1.2.1.11.3. Through the Director, Defense Modeling and Simulation
Office (DM SO):

C1.2.1.11.3.1. Be the full-time DoD focal point for the maintenance
of the MSMP and MSIP, as outlined in Appendix 1, Plan Maintenance.

C1.2.1.11.3.2. Establish Modeling and Simulation Working Group
(MSWG) Sub-Working Groups and Task Forces as needed to support the development
and implementation of the DoD MSMP and MSIP.
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C1.2.1.11.3.3. Staff and distribute changes and revisions to DoD
M& S plans, programs, policies, procedures, and DoD Publications that support the DoD
MSMP and MSIP.

C1.2.2. The Assistant Secretary of Defense for Command, Control,
Communications, and Intelligence shall:

C1.2.2.1. Ensure that current and planned Command, Control,
Communications, and Intelligence (C3I) systems and M& S, as appropriate, are
compatible.

C1.2.2.2. Through the Director, Defense Information Systems Agency (DISA),
ensure that:

C1.2.2.2.1. Current and planned new developments or modifications to
the existing DoD communications infrastructure and DoD M& S are compatible.

C1.2.2.2.2. New or modified DoD communications and DoD M&S
standards and M& S protocol s are compatible.

C1.2.2.3. Through the Director, Defense Intelligence Agency (DIA),
coordinate intelligence-related support for this plan with the U.S. intelligence
community.

C1.2.2.4. Through the Director, Defense Mapping Agency (DMA), as the DoD
MSEA for Terrain, take actions where assigned as "PR"in Chapter 4.

C1.2.2.5. Take actions as needed to implement responsibilities assigned to a
PSA, as outlined in paragraph C1.2.3., below.

C1.2.3. The Office of the Secretary of Defense Principal Staff Assistants shall:

C1.2.3.1. Assit, as appropriate and able within their resource constraints, in
the development, revision, and budget execution of the DoD MSMP and MSIP.

C1.2.3.2. Plan and provide resources to carry out their functional M&S
responsibilities in support of the DoD MSMP and MSIP according to PSA priorities.

C1.2.3.3. Incoordination with the DoD Components, develop M& S Functiona
Objectives and supporting investment programs, as required.
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C1.2.3.4. Incoordination with the DoD Components, develop M& S functional
area appendices to the DoD MSMP and MSIP, as required.

C1.2.3.5. Review, coordinate, and approve DoD M& S plans, programs,
policies, procedures, and DoD Publications that support the DoD MSMP and MSIP.

C1.2.3.6. When designed as aDoD MSEA, assume DoD-wide responsibility
for managing DoD common or genera use M& S applications, including the
development of relevant standards, protocols, and databases, in response to guidance
from the USD(A&T).

C1.2.3.7. Egtablish elements of the DoD M SRR system, as appropriate.

C1.2.3.8. Assume, as appropriate, DoD Component responsibilities as stated
in paragraph C1.2.4.,below.

C1.2.3.9. Take action, as appropriate, on all Chapter 4 actions where identified
as PR.

C1.2.4. The Heads of the DoD Components shall:

C1.2.4.1. Assigt, as appropriate and able within their resource constraints, in
the development, revision, and budget execution of the DoD MSMP and MSIP.

C1.2.4.2. Incoordination with the other DoD Components, develop M&S
functional area appendices to the DoD MSMP, as required. Plan, program, and provide
resources to carry out their M& Sresponsibilities in support of the DoD MSMP and
MSIP.

C1.2.4.3. Review, coordinate, and approve DoD M& S plans, programs,
policies, procedures, and DoD Publications that support the DoD MSMP and MSIP.

C1.2.4.4. PublishaMSMP and MSIP that supports objectives in the DoD
MSMP and MSIP.

C1.2.4.5. Edtablish elements of the DoD M SRR system, as appropriate.

C1.2.4.6. Foster joint and/or cooperative M& S devel opment with the other
DoD Components in support of the DoD MSMP and MSIP Objectives.

C1.2.4.7. Ensure that their M& S master and investment plans support this plan.
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C1.2.4.8. Annudly, or upon change or revision, provide the USD(A&T) copies
of their current M&S Master Plan and Investment Plan.

C1.2.4.9. Identify their M& S requirements, projected over the next 6 years, to
the USD(A&T) within 6 months of the publication of this document, and provide
updates as changes occur.

C1.2.4.10. Take action(s), as appropriate, for all Chapter 4 actions where the
DoD Components and/or any of their subordinate organizations is identified as the
agent for PR.

C1.2.5. The Chairman of the Joint Chiefs of Staff shall:

C1.2.5.1. Coordinate and manage the execution of this plan with the Unified
Combatant Commands (UCCs).

C1.2.5.2. Incoordination with the UCCs, develop a consolidated and
prioritized listing of joint-validated operational requirements that might be fulfilled
through M& S and provide it to the USD(A&T).

C1.2.5.3. Incoordination with the UCCs and through the EXCIMS, propose
new DoD M& S Objectives and investments to the USD(A&T) for incorporation in the
DoD MSMP and MSIP.

C1.2.5.4. Incoordination with the UCCs, document M& S benefits and report
themto the USD(A&T).

C1.2.5.5. Execute DoD Component responsibilities stated in paragraph
C1.2.4., above.

C1.2.6. The Commanders-in-Chief of the Unified Combatant Commands, shall:

C1.2.6.1. Coordinate and execute assigned responsibilities of this plan through
the Chairman of the Joint Chiefs of Staff.

C1.2.6.2. Identify and validate operational requirements that might be fulfilled

through M& Sto the Chairman of the Joint Chiefs of Staff for consolidation and
prioritization.
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C1.2.6.3. Through the Chairman of the Joint Chiefs of Staff, propose new
DoD M& S Objectives and investments for forwarding to the USD(A&T) and possible
incorporation into the DoD MSMP and MSIP.

C1.2.6.4. Provide inputs to the Chairman of the Joint Chiefs of Staff on
benefits of M&Sin their commands.

C1.2.6.5. Prepare supporting plans to implement the DoD MSMP and MSIP
within their commands.

C1.2.7. The Director, Operational Test and Evaluation, shall:

C1.2.7.1. Incoordination with the USD(A&T) and other DoD Components,
develop M& S policy for application to operational test and evaluation.

C1.2.7.2. Assume DoD Component responsibilities stated in paragraph
C1.2.4., above.
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C2. CHAPTER 2
DoD VISON FORM&S

C2.1. DoD M&SVISION

C2.1.1. In1991, the Deputy Secretary of Defense assigned overall management
responsibility for all DoD M& Sto the USD(A), now the USD for Acquisition and
Technology. To assist the USD(A) in managing DoD M& S, the USD(A) established the
DoD EXCIMS and granted it oversight and management authority. The USD(A) tasked
the EXCIMSto develop avision for DoD M&Sto help focus the Department of
Defense's M& S community on core functions. The EXCIMS focused on applying M& S
in ways that would enhance overall U.S. military capability.

C2.1.2. The EXCIMS incorporated these ideas into the DoD M& Svision:

C2.1.2.1. Defense modeling and simulation will provide readily available,
operationally valid environments for use by the DoD Components:

C2.1.2.1.1. Totrainjointly, develop doctrine and tactics, formulate
operational plans, and assess warfighting situations.

C2.1.2.1.2. To support technology assessment, system upgrade, prototype
and full-scale development, and force structuring.

C2.1.2.1.3. Furthermore, common use of these environments will
promote acloser interaction between the operations and acquisition communitiesin
carrying out their respective responsibilities. To alow maximum utility and flexibility,
these modeling and simulation environments will be constructed from affordable,
reusable components interoperating through an open systems architecture.

C2.2. DISCUSSON OF THE VISION

C2.2.1. The DoD M& S Vision encompasses models and simulations ranging from
high-fidelity engineering models to highly-aggregated, campaign-level simulations
involving joint forces. It includes all types of models and simulations and embraces the
full range of M& Sinteraction between the scope of the simulation, objectives, and
functional arearequirements (e.g., education, training, and military operations; anayss,
research and devel opment; test and evaluation; production and logistics). Figure C2.F1.
illustrates the range of M& S embraced by the DoD M&SVision. It notes that there are
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many other perspectives of M&S, including the level of resolution, degree of human
participation, degree of physical realism, time-management method, time-step
resolution, degree of distribution, and computational complexity.

C2.2.2. Advanced M& S may integrate amix of computer simulations, actual
warfighting systems, and weapon system simulators. The entities may be distributed
geographically and connected through a high-speed network. Warriors at all levels will
use M& Sto challenge their military skills at tactical, operational, or strategic levels of
war through the use of synthetic environments representing every potential opponent in
any region of the world, with realistic interactions. Acquisition personnel may use the
same synthetic environments for research, development, and test and evaluation
activities. M&Swill increasingly be used to improve efficiency and effectiveness in
engineering development and system design, manufacturing, and logistical support
functions. Acquisition personnel will also use synthetic environments to support the
acquisition decision-making process. Such synthetic environmentst will be accessible
to all appropriate functional users.

1 see definition DL1.1.53.
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Figure C2.F1. Range of M& S Embraced by the DoD M& S Vison
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C2.3. FUTURE M& S SUPPORT TO THE FOUR PILLARS OF MILITARY CAPABILITY

M& S can substantially improve capabilities and decision making in each of the four
pillars of military capability: (1) readiness; (2) modernization; (3) force structure; and
(4) sustainability. There are very challenging aspects to these descriptions, and
achieving full capabilities will require long-term, systematic, coordinated efforts across
the Department of Defense.

C2.3.1. Readiness. M&Swill enhance readiness by allowing UCCs and Services
to train forces, develop doctrine and tactics, assess performance of units, support
planning, execution, and analysis of operations and exercises, evaluate operationa plans,
conduct "whet if" analyses on those plans, rehearse missions, and support analysis of the
political, military, and economic dimensions of security for policy development.
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C2.3.1.1. M&Swill dlow training to be joint, to involve Active and Reserve
forces, to span multiple echelons, and to include computer-generated simulations of
large-scale forces in asynthetic environment. Computer-generated forces (friendly,
neutral, and hostile) will replace some human participants, allowing the representation
of realistic large-scale forces in the synthetic environment controlled by asmall
number of human commanders. The synthetic environments will be able to bridge large
geographic regions worldwide and involve the entire joint force, from senior
commanders down to individual soldiers. Trainees will interact with the synthetic
environment through their actual "go-to-war" command, control, communications,
computers, and intelligence (C4l) equipment and weapon systems.

C2.3.1.2. M&Swill provide training for the complete spectrum of military
operations for al regions of the world and affected regions of space. Exercise and
training feedback will be available in near-real-time, with after-action reporting systems
and exercise reconstruction systems providing arobust anaysis capability.

C2.3.1.3. M&Swill be used to evaluate readiness, assess warfighting
situations, and assist in the development and evaluation of operational plans, doctrines,
andtactics. M&Swill support planners by providing insights into the effectiveness of
theater-level campaign plans, operational-level battle plans, and tactical-level mission
plans. Decision makers will be able to simulate and evaluate the consequences of
aternative courses of action during deliberate and crisis action planning. Automated
scenario generation and database construction tools, along with easily accessible M& S
resource repositories, will enable models and simulations to be set up on short notice.

C2.3.1.4. M&Swill allow warfighters and military planners to rehearse
missions by immersing the warfighters in asynthetic environment that accurately
simulates the anticipated terrain, environmental conditions, and threat. This capability
will increase the probability of mission success by fostering familiarity and proficiency
with the mission plan and it can provide feedback to improve the plan.

C2.3.1.5. M&Swill provide exploratory and developmental models to support
analysis of the political, military, and economic dimensions of national and international
security, including the interactions between these dimensions. As they mature, these
models will support formulation of national security policy.

C2.3.2. Modernization. Models and simulations will reduce the time, resources,
and risks of the acquisition process and will increase the quality of the systems being
acquired. Representations of proposed systems (virtual prototypes) will be embedded
inrealistic synthetic environments. Such virtua prototypes will support the many
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phases of the acquisition process from requirements determination and initial concept
exploration to the manufacturing and testing of new systems. (See Figure C2.F2.)

C2.3.2.1. Early operational assessments of new systems and systems upgrades
proposed by the Government or industry will be examined, within synthetic
environments, for their operational and logistical impact prior to milestone | or
milestone 1V, as appropriate. System requirements will be refined. Cost and
operational effectiveness assessments will be more accurate and will improve resource
alocation decisions. Decision makers will be able to compare alternative
modernization strategies, using the synthetic environment, to determine which set of
new system acquisitions yields the greatest overall mission effectiveness. During
system development, continuing evaluations in these synthetic environments will
Improve engineering trade-off analyses and ensure that the final product optimally
satisfies DoD needs.

C2.3.2.2. M&Swill alow testers to create realistic developmental and
operational test scenarios and will improve the test and evaluation planning process.
Synthetic environments will alow "dry runs' of planned tests to verify that test
conditions can be met with sufficient realism and cost-effectiveness. M& S can be used
to focus test objectives resulting in reduced field test assets, resources, test iterations,
and test duration. Use of simulation will also alow evaluation of tests otherwise
infusible due to limited test resources, environmental restrictions, and/or safety
constraints. They will also provide "synthetic" datato exercise the analysis and
reporting systems. Virtua prototypes will allow operational testers to conduct early
operational assessments in multiple-threat environments. Synthetic environments will
allow evaluation in environments not reasonably achievable in live testing due to safety
or resource limitations. M&Swill extend the evaluation of field test results by
extrapolating to conditions beyond the scope of the field tests and by exploring any
identified questionable areas as well as improve the leveraging of data between
developmental and operational tester.
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Fgure C2.F2. Visonof M& S Support to the Acquistion Process
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“The foundation of the acquisition process, the operational requirement and
its transition into system terms, can be improved through the use of
modeling and simulation... Accounting for human performance early in
system acquisition improves system capability and enhances the test and
evaluation process to predict operational performance.”

Defense Science Board Report, December 1989

C2.3.2.3. Weapon systems must be tested against opposing forces that

accurately represent the capabilities and characteristics of potential adversary nations to
include tactics, doctrine, force mix, and force strength.
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C2.3.2.4. M&Swill enhance information-sharing among designers,
manufacturers, logisticians, testers,and users. Virtual representations of the
manufacturing process will be used to examine how the manufacturing process must
adapt as weapon systems prototypes are changed. Increased dialogue among these
groups and the users of the system will promote acloser interaction between the
operations and acquisition communities, making both more effective.

C2.3.3. Force Structure. M&Swill give DoD leadership apowerful arsenal of
tools to analyze alternative DoD force structures. Using synthetic environments, the
effectiveness of different force mission scenarios (including operations other than war
(OOTW)) against various potential adversaries and challenges across the globe and
affected regions of space. M& Stools will support such decisions as the number of
squadrons to equip with aparticular type of aircraft, or be used to provide insights to
such fundamental issues as the optimum roles, missions, size, and composition of each
Service.

C2.3.4. Sustainability. High-fidelity models of logistics will be integrated with
combat models to allow for the analysis of combat sustainability; to study the effects of
organization size, basing, and doctrine on the logistics infrastructure; and to determine
the implications of aternative materiel management, maintenance, and resourcing
policies. System logistics and maintenance demands will be assessed to provide a
realistic view of system life-cycle support requirements and costs.

C2.4. ACTIVITY MODEL FOR TRANSFORMING THE VISION INTO REALITY

The six activities necessary to realize the DoD M&SVision are identified in Figure
C2.F3., with their related sub-activities noted. This node-tree model provides the
EXCIMS and the DoD Components with auseful management tool for stating
objectives, choosing metrics, and making organizational decisions.
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C2.4.1. Provide management, Policy and Guidance. Each DoD Component
publishes appropriate directives, establishes organizations to support its M& S activities,
and develops plans and budgets to satisfy the M& S needs of its Active and Reserve
components as well as those of the Unified Combatant Commands and other DoD
Components. The USD(A&T) may assign responsibility for development and
maintenance of aspecific common or genera-use M& S capability to aDoD Component
by formally designating the DoD Component as an Executive Agent. The DoD
Components may also further their M& S goals by organizing partnerships within their
own organizations or with other DoD Components to address common interests. Each
DoD Component must make prudent investments to achieve DoD's M& S Objectives.

C2.F3.DoD M& S Adtivity Model
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C2.4.2. Assess M& SRequirements. The needs of all DoD users must be
identified and an assessment must be made to determine the potential and
cost-effectiveness of M& Sto satisfy the needs. The resulting M& S requirements must
be prioritized for use in program planning, budgeting, and execution.

C2.4.3. Develop Technology. It is necessary to continually monitor ongoing
industry and Government technology developments and assess the risk and cost-benefit
of the technologies to support the requirements of the DoD Components for M&S.
The technology shortfalls must be identified and priorities must be developed for DoD
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investments to exploit technology advances in atimely manner, accel erate technol ogical
development, fill technology gaps, and rapidly insert the acquired technology into M&S
applications. The Director of Defense Research and Engineering's (DDR&E)
Technology AreaPlan and M& S Technology Area Review/Assessment are central facets
of this activity.

C2.4.4. Build M& S Capability. Atechnical framework must be developed to
ensure appropriate interoperability across different simulations; reuse of simulation
components; insertion of new technologies; and flexibility to respond to changing
requirements. Then the DoD Components must employ the necessary technology to
build the M& Srepresentations (e.g., entities, applications and systems) and ensure they
are populated with certified data.  These representations must then be verified, validated,
and integratedto provide auseful M& S capability.

C2.4.5. Field the Capability. The DoD Components must plan the fielding of
required M& S applications and systems. The required staffing, communications, data,
and management infrastructure must be provided; the M& S software and/or systems
must be delivered to the users; and the users must be properly trained in their use,
including how to make accreditation? and certification? decisions. Users will then
employ the M& S capabilities to improve readiness, support modernization, and support
force structure and sustainment decisions. Configuration Management policies will
ensure consistent, compatible M& S usage across the DoD Components.

C2.4.6. Share the Benefits of M&S. The optimal use of M& S across the
Department of Defense will not occur unless the positive (and negative) impacts and
cost-effectiveness of M& S are documented and communicated. The DoD Components
must educate potential user communities on the existing and expected benefits of M&S
employment so that they may make informed investment decisions. This education may
include awide variety of means, such as on-line information systems, seminars, live
demonstrations, formal courses of instruction, etc. Where authorized and
cost-effective, the Department of Defense must aggressively pursue the exchange of
M& S-related requirements, concerns, ideas, and technology among the DoD
Components, other Government Agencies, academia, industry, and allied nations.

2 Accreditation is the officid certification that amodel or simulation is acceptable for use for a specific purpose.

3 Certification is the official approval that M& Sdata have a specified level of quality or as beingappropriate for a specified
use, or range of uses.
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C3. CHAPTER 3
BASELINE ASSESSMENT OF DoD M&S

C3.1. INTRODUCTION

C3.1.1. Before 1990, DoD M& Swas fragmented and uncoordinated across key
communities (e.g., between DoD Components and across functional communities). In
recognition of these deficiencies, Congress directed the Department of Defense to
"...establish an office of the Secretary of Defense (OSD)-level joint program office for
simulation to coordinate simulation policy, to establish interoperability standards and
protocols, to promote simulation within the Military Departments, and to establish
guidelines and objectives for coordination [sic] of simulation, war-gaming, and
training." (Senate Authorization Committee Report, reference (b)). Consistent with
this direction, the DM SO was created, and shortly afterwards key DoD Components
designated organizations and/or points of contact to facilitate coordination of M&S
activities within and across their communities. As aconsequence, there is better
sharing of information, capabilities, and resources within and anong key DoD M&S
communities. However, most users still lack the M& S services they desire. Many
potential M& S applications (e.g., Command and Control Warfare (C2W), logistics,
OOTW, space systems, manufacturing and C4l) have not been addressed adequately, and
major technical challenges loom ahead.

C3.1.2. Theseinstitutional changes facilitated significant advances in M&Sin four
areas. architectures, standards, and protocols; representation of the environment,
systems, and human behavior; fielding of M& S and associated infrastructure; and
outreach activities. Nonetheless, major shortfalls that warrant concerted actions by the
Department of Defense persist in each of these areas. Thisis to be expected in so
ambitious an effort asis required to realize the DoD visionfor M&S.
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C3.2. ARCHITECTURES, STANDARDS, AND PROTOCOLS

C3.2.1. Two recent Defense Science Board (DSB) Task Forces (Reports on
Advanced Distributed Simulation and Readiness, references (c) and (d)) have

recommended that architectural* efforts to combine live,® virtual,® and constructive’
simulation be broadened. Inaddition, recent special studies have noted the need for
architectural activities to promote the interoperability and reuse of models and
simulations to support other functional areas such as acquisition (Report on M&S,
reference (e)). Interoperability and reuse are limited because the Department of
Defense lacks acommon technical framework for simulation architecture. Thereis
now aconsensus that the Department of Defense must establish such aframework to
facilitate the interoperability of all types of models and simulations among themselves
and with C4l Systems, as well as to facilitate the reuse of M&S components.

C3.2.2. Recent efforts have built upon the foundation established by the Advanced
Research Projects Agency (ARPA) in the Simulation Network (SIMNET) program to
develop Distributed Interactive Simulation (DIS) standards and protocols (e.g., Institute
of Electrical and Electronic Engineers (IEEE) Standard 1278). The DIS protocols and
standards establish acommon data exchange environment, also known as acommon
messaging environment, using Protocol Data Units, that supports the interoperability of
heterogeneous, geographically distributed, live, virtual and constructive simulations. A
strength of the DIS standards development process is its open forum, with broad
participation of representatives from Government, industry, and academia. The potential
exists for DISto satisfy abroader set of needs thanit does today. There is aneed to
significantly expand DIS and evolve its architecture to support abroader range of
capabilities (e.g., to reflect dynamic changes in the environment, support simulations
with different time management methods, represent command and control more
realistically, and to reduce its computational and communication bandwidth demands
(e.g., by switching from its heavy reliance on broadcast). With the anticipated
correction of these problems, DISis expected to serve acentral role in the evolution of
DoD M& S capabilities.

4 See definition DL1.1.4.
S Seedefinition DL1.1.35.
6 See definition DL 1.1.58.

7 See definition DL1.1.12.
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C3.2.3. Inthe areaof constructive war games, a1988 DSB Task Force on
Computer Applications to Training and Wargaming (Report on Computer Applications
to Training and Wargaming, reference (f)) observed that most constructive simulations
used by the Services for training were not interoperable and recommended that steps be
taken to redress this shortfall. Inpartia response, ARPA developed the Aggregate
Level Simulation Protocol (ALSP) to interconnect theater-level constructive
simulations (Aggregate Level Simulation Protocol, reference (g)). The resulting
confederation of Service simulations (e.g., Corps Battle Simulation; Air Warfare
Simulation; Research, Evauation, and System Analysis) has been assembled and used
with success in supporting awide spectrum of joint and combined training exercises
(e.g., ATLANTIC RESOLVE, UNIFIED ENDEAVOR, ULCHI FOCUSLENS). ALSP
confederations will remain acornerstone of joint force-level training until the Joint
Simulation System reaches Initial Operating Capability. Because the ALSP
confederation simulations were originally developed inisolation, they have only limited
interoperability, take along time to set up, and require many people to operate.

C3.2.4. Recent applications of M&Sto train Joint and Service staffs have
highlighted the need to interface simulations with C4l systems. The current generation
of simulations is designed with unique computer workstations as the primary means for
the user to interface with the simulation. This presents an unrealistic training
environment to the warfighter and requires specialy trained personnel to operate the
workstations and to interact with the training audience. Interfacing simulations with
real-world systems is necessary to enhance training capabilities and facilitate the use of
M& Sto support real-time operational decision-making.

C3.2.5. Security is asignificant concernin DoD M&S. The conduct of distributed
simulations of real-world operations has heightened community awareness of
multi-level security (MLS) needs. Progress has been made in the development of
encryption and/or decryption devices for the transfer of classified dataamong
distributed sites. However, current security capabilities drive the M& S community to

the conduct of system-high exercises.2 The throughput limits of current encryption
devices limit the scale of simulation exercises, and current efforts to address the needs
of MLSand multiple communities (e.g., U.S. ONLY, U.S./North Atlantic Treaty
Organization, U.S./Republic of Korea) are inadequate. In addition to technical
problems, there are also several security policy issues (e.g., disparate security
classifications of training simulations among the Services, use of cryptographic
equipment by allies) that must be addressed.

8 System-high exercises require that the entire exercise be classified at the highest level of classified information that is used in
the exercise.
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C3.2.6. Datastandards, data quality, and data security requirements are an essential
part of the M& Stechnical framework. The DM SO has been designated the Functional
Data Administrator (FDAd) for the M&S community. The M& S FDAd has submitted
the first Data Administration Strategic Plan (DASP) (reference (h)). Under MSWG
sponsorship, aData and Repositories Technology Working Group (DRTWG) consisting
of more than one hundred representatives, has developed awell-defined set of needs and
plans for the M&S community. A standard set of data administration policy and
procedures needs to be developed for the M& S community to address such subjects as
complex data® (e.g., probability hit/kill, images, road networks); the verification,
validation, and certification (VV&C) of data; authoritative data sources; and data security.

C3.3. REPRESENTATIONS OF THE ENVIRONMENT, SYSTEMS, AND HUMAN
BEHAVIOR

The representations of the environment, systems, and human behavior, along with the
processes by which these representations interact, are, at present, shared inadequately
across the DoD M& S community.

C3.3.1. Representation of the Environment. Impressive representations of the
terrain have been achieved, but these databases are largely non-reusable by different
simulations and take too much time, money, and people to produce. Arecent DSB Task
Force (Report on Advanced Distributed Simulation, reference (c)) recommended that
"DoD must continue research and development (R& D) and maturing activities for
reusable terrain and environmental databases." Inaddition, severa operational users
have called for the development of the capability to generate environmental
representations rapidly, to satisfy operational planning and mission rehearsal
requirements. The DMA has implemented aDigital Production System that has begun
the process of automating the production of mapping, charting, and geodesy databases.
Further progress in the representation of the environment across the Department of
Defense is impeded by the lack of:

C3.3.1.1. Aclear articulation of M&S community requirements for
environmental data;

C3.3.1.2. Acoherent management structure; and,

9 See definition DL1.1.10.
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C3.3.1.3. Anassured, stable, quality development process on which program
managers can depend.

These shortfalls have been highlighted by arecent DSB Task Force (reference (d)),
which identified them as mgjor impediments to achieving desired levels of readiness.

C3.3.2. Representation of Systems. The M&S community is exploring the
development of authoritative models for representing military and non-military systems
and units as ameans of enhancing interoperability andreuse. As examples, the Army is
developing afunctional description of the battle space to assist in the development of
object representations; the Air Force has devel oped an object-oriented environment;
efforts are underway to develop ajoint-warfare simulation object library; and Defense
Intelligence Production Centers are devel oping common approaches for representing
threat forces and systems. However, at present, there are no broadly accepted
community standards for representing military systems and organizations in M&S.
Consequently, representations of the same system in different models are frequently
incompatible. Shared community standards are required for the promises implicit in
object-oriented models to be realized. Once these standards have been devel oped and
implemented, the level of effort associated with the generation of these products is still
projected to be quite high. Inseveral cases (e.g., representation of C4l systems and
electronic warfare environments), additional research and development will be required
to understand how they can be modeled authoritatively. Consequently, a substantial
long-term investment will be needed to achieve afully populated set of system
representations.

C3.3.3. Representation of Human Behavior. The fully and semi-automated
authoritative representations of friendly or threat forces (Report on Advanced
Distributed Simulation, reference (c)) and other groups of humans under the stresses of
conflict (Final Report of the Acquisition Task Force on M&S, reference (e€))) are
widely recognized as exceedingly challenging tasks. To respond to these challenges, the
Department of Defense has undertaken two key R&D initiatives. The U.S. Army's
Modular Semi-Automated Forces (ModSAF) programis attempting to provide a
baseline, standardized, modular software structure in which model components have
well-defined and documented interfaces. This structure is being implemented so that
model behavior can be reconfigured in run-time. The program is also seeking to
develop more sophisticated, generalized representations of behaviors, missions, and
behavior control mechanisms. Inits Command Forces program, ARPA is also
developing technology to represent command and control in entity-based-simulations.
However, there have been few efforts, to date, to represent tactical behavior
authoritatively in operational programs. The Army's Close Combat Tactical Trainer

38 CHAPTER 3



DoD 5000.59-P, October 1995

program is anotable exception, in which the program manager began with user
requirements, identified and collected the relevant behavior from subject matter experts,
and devel oped authoritative representations of tactical behavior. Ingenera, however,
the representation of humans in models and simulations is extremely limited,
particularly in the representation of opposing forces and their doctrine and tactics. In
view of the limited theoretical underpinnings in this area, this issue will require
extensive research before human behavior can be modeled authoritatively.

C3.4. FIELDING OF M&S AND ASSOCIATED INFRASTRUCTURE.

To realize fully the benefits of widespread usage of models and simulations, attention
must be paid to the fielding of M&S systems, verification,° validation,'* and

accreditation’? (VV&A), M& S data VV& C, resource repositories, communications, and
exercise management.

C3.4.1. Feding of Systems. Inthe past, the fielding of M& S systems has been
designed to meet only the needs of the developing DoD Component. To achieve the
DoD M& Svision, DoD Components developing M& S capabilities must design the
systems to:

C3.4.1.1. Beinteroperable and reusable;

C3.4.1.2. Support the operational needs of both active and Reserve
components,

C3.4.1.3. Support the needs of the Commanders-in-Chief;
C3.4.1.4. Address the full range of Defense missions; and

C3.4.1.5. Field M& S systems in adequate numbers to meet DoD-wide
end-user needs. DoD operational requirements must be identified and an adequate plan
must be developed to meet expected needs.

10 see definition DL1.1.56.
11 see definition DL 1.1.55.

12 e definition DL1.1.1.
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C3.4.2. VV&ANV&C. DoD Directive 5000.59 (reference (a)) directs each of the
DoD Components to develop an approach to VV&A that is appropriate to the models and
simulations withinits purview. Consistent with this direction, some DoD Components
have defined approaches to VV&A (e.g., Department of the Army Pamphlet 5-11,
reference (i)). Emphasis on M& S credibility has stimulated V&V activities to begin
much earlier in model development and to become part of the M& Slife cycle.
Likewise, more discipline is being introduced into documentation of V&V activities that
support accreditation. However, it is widely acknowledged that there are several issues
that must be resolved before VV&A can be regarded as awell-defined, routine process.
First, the procedures for verification and validation (V&V) of new models, or of models
used for new mission areas, need to be refined. Particular attention must be given to
the issue of the relative costs and benefits associated with increasing levels of V&V
(i.e.,, howmuch V&V is enough?). Second, efforts are needed to develop tools to
support VV&A and to provide training in their use. Efforts are also required to build
automated VV&A tools to assist exercise and/or application designers as they are
uniquely configuring their distributed simulations. Finally, procedures for accreditation
need to be matured. Inview of the criticality of the VV&A process, these activities
warrant high priority community action. DataVV&C as part of the M& S VV&A process
is essential to ensure credibility of M& Sresults.

C3.4.3. Resource Repositories. Today, the Department of Defense does not have
arobust, integrated system for sharing and maintaining models, simulations, data,
metadata, agorithms, andtools. The M&S community has arequirement for a
networked, distributed MSRR system to address its needs inthis area. DISAis
developing aDoD Repository System (DDRS), of which an MSRR would be a sub-set.

In coordination with DISA efforts, the DRTWG is developing aplan to identify
requirements, design, and prototype an MSRR consistent with DISA's next-generation
DDRS. The objective of the DRTWG's efforts is to develop unclassified and classified
(SECRET system high) distributed systems to serve M& Sclients in developing and using
M& S and accessing and retrieving data.

C3.4.4. Communications. A reliable communications infrastructure with capacity
adequate to support M& S does not yet exist However, promising efforts to provide the
special M& S communications needs are under way. The Defense Simulation Internet
(DSI) has been implemented to support the needs of geographically distributed users.
An ARPA/DISA Joint Program Office manages the DS, and plans have been made to
merge DSl with the Defense Research and Engineering Network (DREN) and to enhance
the capacity and reliability. The long-term objective is to use commercial services and
operational communications capabilities to meet M&Sneeds. Additiona challenges
include the need for additional features (e.g., dynamic multicasting), latency reduction,
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bandwidth reduction, improvements in security, and expanded use of commercial
communications.

C3.4.5. Exercise Management. Recent experience in conducting large distributed
M& S exercises (e.g., ATLANTIC RESOLVE, UNIFIED ENDEAVOR, ULCHI FOCUS
LENS 94, Synthetic Theater of War-Europe (STOW-E)) has highlighted the challenge
of M&S management. Inthe future, the use of M& S capabilities by all DoD
Components will produce competition for resources and must meet the needs of the
entire DoD M&S community. To facilitate the increased use of distributed M& S
capabilities the Department of Defense must provide improved management of M&S
assets and access to expertise in the planning and conduct of distributed M& S exercises.

C3.5. OUTREACH ACTIVITIES

C3.5.1. There has been adramatic increase inthe level of outreach activities that
have been undertaken to enhance cross-community coordination, technology transfer,
and exchange of information. These include increased participation at key conferences
(e.g., demonstration of the ability to link heterogeneous virtual simulations at the
Inter-Service and/or Industry Training Systems and Education Conference), increased
interface efforts through professional societies (e.g., mini-symposiaon VV&A and
simulation data sponsored by the Military Operations Research Society; workshops on
C4l and M& S sponsored by the American Institute of Aeronautics and Astronautics; and
the Intelligence Community M& S Coordinating Group's annua symposium), extended
international involvement (e.g., increased efforts to address the development and
application of international M& S standards among allies), creation of the Industry
Steering Group on M& S, and active promotion of dual-use of DoD M& S technologies
(e.g., participation on inter-Agency task forces to expand the use of M& Stechnology in
civilian education and training).

C3.5.2. Anumber of task forces have called for an extended out-reach program.
Several of these task forces have recommended initiatives to educate and train key
communities on the capabilities and appropriate uses of M&S (Report on Advanced
Distributed Simulation and Report of the Acquisition Task Force on Modeling and
Simulation, references (c) and (€)). Inaddition, aWhite House-led Task Force on
L earning and Technology recommended that an extensive demonstration program be
undertaken to promote dual-use and to better communicate the benefits of M&Sin
education aid training.

C3.5.3. Some elements of the Department of Defense and Congress have voiced
skepticism about the return on investment associated with the devel opment and use of
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M&S. Among the issues is the concern that models and simulations require extensive
Investments that compete for the limited funds that are available for training and
acquisition activities and the fear that the more extensive use of models and simulations
will come at the expense of traditional training approaches (e.g., field training exercises,
flighttime). To address this problem, the M&S community must demonstrate to
potential users that the capabilities and benefits that M& S provide are more than
commensurate with the investment required. Initial estimates strongly suggest that the
effectiveness and cost of M& S are highly favorable for many applications in the
Department of Defense (e.g., training, acquisition, mission rehearsal), but more active
efforts must be undertaken to collect and interpret the required data and to make such
results available in credible form to senior decision makers.

C3.6. SUMMARY

C3.6.1. Ingeneral, today's simulations:

C3.6.1.1. Are narrowly focused, stove-piped developments for each user
community.

C3.6.1.2. Do not fully meet active, Reserve or joint needs.

C3.6.1.3. Taketoo long to build.

C3.6.1.4. Cost too much to build and operate.

C3.6.1.5. Have not been verified, validated, and accredited.

C3.6.1.6. Are not interoperable with other M& S assets that could be useful.

C3.6.1.7. Are not easily maintainable or extensible.
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C3.6.2. However, there has been asubstantial increase in the attention and
emphasis placed on M& Sin the Department of Defense. Many excellent programs are
underway and there is now aconsensus on the need to interoperate and reuse models,
simulations, and related products across DoD Component lines, across traditional
communities (e.g., linking models and simulations to C4l systems), across functions
(e.g., sharing capabilities between operations and acquisition), and across classes of
models and simulations (e.g., linking live, virtual, and constructive simulations). There
IS an opportunity to create simulations tailored to the user's need, at agreatly reduced
cost in both time and money, and with elements of proven quality. Patience,
perseverance, and significant investment are required to overcome many challenging
problems, but the potential payoff in military capability is extremely high.
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C4. CHAPTER 4
DoD M& S OBJECTIVES

C4.1. INTRODUCTION

The baseline M& S assessment and an analysis of the activities described in the DoD
M& S activity model identified many shortfalls that must be corrected to realize the
DoD M&Svision. The set of actions outlined here are designed to efficiently
encourage early and continued use of M& Sin accord with the vision. Six DoD-wide
objectives were derived by the logic depicted in Figure C4.F1. M&S applications are
found thoughout the Department of Defense. A single model or simulation can fulfill
only amodest set of needs. Therefore, the objectives do not speak, per se, to any
specific application whose contents are driven by application needs. Instead, the
objectives address those aspects of M& Sthat may be common and which will ensure
interoperability where appropriate. For each objective, this plan identifies key issues
and actions. Achieving these objectives will take significant time and resources, and
require aDoD-wide coordinated effort. Figure C4.F2 shows the six objectives and the
breakout of the objectives into sub-objectives. The following sections discuss each
objective and sub-objective and identify the major issues and actions that the
Department of Defense needs to take to accomplish each objective and/or
sub-objective. Where assigned, the DoD organization with primary responsibility (PR)
for each action is also identified.
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Figure C4.F1. Logic for DerivingM& S Objectives
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Figure C4.F2. DoD M& S Objectives and Sub-Objectives
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C4.2. OBJECTIVE1

Provide acommon technical framework for M&S.
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C4.2.1. Discussion. The efficient and effective use of models and simulations
across the Department of Defense requires acommon technical framework for M&Sto
facilitate interoperability and reuse. The technical framework will consist of: a
common high-level architecture (HLA) to which models and simulations must conform;
conceptual models of the mission space (CMMYS) to provide abasis for the
development of consistent and authoritative simulation representations; and, data
standards to provide common representations of dataacross models, simulations, and
CA4l systems.

C4.2.2. Sub-Objective 1-1. Establish acommon high-level simulation architecture
to facilitate the interoperability of all types of simulations among themselves and with
CAl, systems, as well as to facilitate the reuse of M& S components.

C4.2.2.1. Discussion. No single model or simulation system can satisfy all
uses and users. To facilitate the interoperability of models and simulations as well as
to alow maximum reuse of their components, the Department of Defense requires a
HLA to which simulations developed by particular DoD Components or functional areas
must conform. Further definition and detailed implementation of specific ssmulation
system architectures will remain the responsibility of the developing DoD
Component.t® The HLA will specify only the minimum definition required to facilitate
interoperability and reuse. The primary components of the HLA include:

C4.2.2.1.1. Functional Definition. A set of rules which describe the
functions of simulations and the services provided by the runtime infrastructure in HLA
federations.

C4.2.2.1.1.1. Simulation Functionality. The HLA requires
simulations to furnish the external functionality necessary to interact with other
simulations viathe runtime infrastructure according to the interface specification. The
HLA makes no specification about the internal structure of simulations.

C4.2.2.1.1.2. Runtime Infrastructure Services. The runtime
infrastructure software provides the services that allow simulations to form federations
and exchange information with one another. The HLA prescribes the nature of these
Services.

. For example, both the Joint Simulation System and the Close Combat Tactical Trainer would both conform to

the HLA, but each would aso have its own more specific system architecture for purposes of implementation.
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C4.2.2.1.2. Interface Specification. Inthe HLA, simulations interact with
aruntime infrastructure to establish and maintain afederation and to enhance
information exchange among simulations. The HLA contains an interface specification
that defines the nature of these interactions.

C4.2.2.1.3. Object Model Template. The HLA requires simulations and
sets of interacting simulations ("federations") to each have an object model describing
the entities represented in the simulations and across the federation. The HLA object
model template prescribes the kind of information that should be included in the object
models, but it does not define the object classes (e.g., vehicles, unit types) that will
appear in the object models.

C4.2.2.2. Issues:

C4.2.2.2.1. Process for defining, evolving, and maintaining the HLA,
recognizing that no one party can represent all issues.

C4.2.2.2.2. Improved cost-effectiveness of DoD M& S by ensuring
broader accessibility of widely needed capabilities (e.g., entity and unit representations,
environmental databases).

C4.2.2.2.3. Adoption of architectural constructs to facilitate the reuse of
all classes of M& S across all functional areas (e.g., training, analys's, and acquisition),
without unduly restricting the flexibility of individuad M& S projects.

C4.2.2.2.4. Development of M& Sinterfaces with current and emerging
C4l systems to alow operators to input datato models and simulations and to receive
output from them in real-world format at live C4l systems in support of afull spectrum
of applications (e.g., campaign planning, mission planning, command post exercises, and
battle management training).

C4.2.2.2.5. ldentification of the full set of interfaces for which standards
are required.

C4.2.2.2.6. Synchronization of models and simulations that employ
different time-management methods.

C4.2.2.2.7. Adaptation of the DIS architectural concepts and standards to
the HLA as DIS evolves.

C4.2.2.2.8. Reconfiguration of simulations to address new requirements.
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C4.2.2.2.9. Extent to which security can be addressed in the HLA (rather
than just in the treatment of individual simulations and federations of simulations).

C4.2.2.2.10. Establishment of procedures to ensure compliance with the
HLA.

C4.2.2.3. Actions:

C4.2.2.3.1. Establish an Architecture Management Group (AMG) by
second quarter fiscal year (FY) 1995. The AMG will be formed from DoD parties with
major interests in M& S and modeled after open, consensus-based commercial
approaches (e.g., Internet Architecture Board, object Management Group). For
practical purposes, the AMG will first be formed as asmall group drawn primarily from
representatives of those programs that have acommitment to implementing the HLA
and testing and refining it with prototypes. (PR: DDR&E)

C4.2.2.3.2. Develop aternative high-level architectural concepts by
second quarter FY 1995, drawing on architectural development efforts aready ongoing
in DoD programs. (PR: DDR&E)

C4.2.2.3.3. Develop aninitia description document for acommon HLA
by second quarter FY 1995. (PR: DDR&E)

C4.2.2.3.4. Coordinate with DIS standards bodies in FY 1995 to
encourage the rapid evolution of DIS architectural concepts and standards to meet DoD
needs. (PR: DMSO)

C4.2.2.3.5. Asastep in facilitating the interoperation of M& Swith C4l
systems, evaluate the suitability of the HLA data exchange environment as ameans to
link M& Swith C4l systems by fourth quarter FY 1996. (PR: DMSO)

C4.2.2.3.6. ldentify M& S security requirements (e.g., speed of
encryption, security management infrastructure, use of U.S. cryptographic equipment by
alies, MLYS) to appropriate development agencies in FY 1995, and work with them to
establish interim solutions and standards. (PR: DoD C3I Authorities)
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Figure C4.F3. HLA Definition Process
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C4.2.2.3.7. Develop prototypes by third quarter FY 1996 for
implementing and testing the HLA (from action C4.2.2.3.3., above). (PR: AMG)

C4.2.2.3.8. Evauate the prototypes and baseline the HLA definition by
fourth quarter FY 1996. The full process from alternative concepts to architecture

Figure C4.F3. (PR: AMG)

C4.2.2.3.9. Begin providingin FY 1995 supporting software usable by
programs conforming to the HLA. (PR: AMG)

C4.2.2.3.10. Establish acommon technical means by fourth quarter FY
1996 to test compliance withthe HLA. (PR: AMG)

C4.2.2.3.11. Review all ongoing DoD M& S projects and/or programs by
second quarter FY 1997 for feasibility of immediately adopting the HLA. If not
immediately feasible, these reviews shall establish the date by which each program shall
comply. If aspecific M&S project and/or program is unable to comply with the HLA,
the developing DoDComponent must report the reason(s) for non-compliance to the
DDR&E. (PR: DoD Components)

C4.2.2.3.12. Establish an oversight mechanism by second quarter FY 1997
to monitor M& S program progress towards compliance with the HLA. (PR:
USD(A&T))
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C4.2.2.3.13. Establish aprocessin FY 1995 for discussing architectural
and related issues with the outside community; i.e., defense industry, the commercial
sector, and academia. (PR: DMSO)

C4.2.3. Sub-Objective 1-2. Develop conceptual models of the mission space
(CMMYS) to provide acommon starting point for structing consistent and authoritative
M& S representations, and to facilitate interoperability and reuse of simulation
components.

C4.2.3.1. Discussion. The CMMSis afirst abstraction of the real-world and
serves as aframe of reference for simulation development by capturing the features of
the problem space. Those features are the entities involved in any mission and their key
actions and interactions. The CMMSis asimulation-neutral view of the real-world, and
acts as abridging function between the warfighter, who owns the combat process and
serves as the authoritative source for vaidating CMMS content, and simulation
developers. Additionally, the CMMS provides acommon viewpoint and serves as a
vehicle for communications among warfighters, doctrine developers, trainers, C4l
developers, analysts, and ssimulation developers.  Such afoundation allows all concerned
parties to be confident that DoD simulations are founded in operational realism.

C4.2.3.1.1. The simulation development process diagrammed in Figure
CA4.FA. depicts aflow from the real world to simulation, a software representation of
that world. Each simulation developer must start by assembling an understanding of how
the operating forces perform their mission. This process is accomplished each time a
simulation is developed. The developer performs afront end analysis of the problem
space, selecting the aspects of the real-world to be represented and their resolution.
While in the design phase, having sel ected those important aspects of the real-world to
model, the developer iterates back to the real-world for additional information (e.g.,
greater detail, sequences, time to perform).

C4.2.3.1.2. Currently, there are two serious problems with the manner in
which this simulation development process is executed:

C4.2.3.1.2.1. Different developers rely on different sources for the
same information, yielding inconsistent pictures of the real world; and

C4.2.3.1.2.2. Theinformation, obtained at considerable expense, is
not maintained for use in future simulations.
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The CMMSwill require reliance on authoritative sources and serve as the means for
capturing, sharing, and evolving this information As an automated representation of the
real-world, the CMMSwill provide acommon, easily accessible, authoritative starting
point for design activity relating to Objectives 2, 3, and 4, and facilitate interoperability
and reuse among simulations.

C4.2.3.1. Issues.

C4.2.3.1.1. Process for further defining, evolving, and maintaining the
CMMSS.

C4.2.3.1.2. Leve of detail to whichthe CMMSs must be devel oped.

C4.2.3.1.3. Determination of appropriate classification schemathat
facilitates information integration and reuse.

Figure C4.F4. Smulation Development Process

Simulation Development Process
—-
Front End .
Real World CMMS Analysis Implementation
Simulation-independent Simulation-dependent

C4.2.3.1.4. Availability of documentation and other authoritative sources
describing the mission-space functions.

C4.2.3.1.5. Development responsibilities and funding.
C4.2.3.1.6. Requirements to allow distributed devel opment.
C4.2.3.1.7. Determination of software tools.

C4.2.3.1.8. Ownership, authentication, and maintenance of CMMS.
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C4.2.3.2. Actions:

C4.2.3.2.1. InFY 1995 form CMM S technical support team, conduct
research, and begin development of initial CMMS prototype leveraging work from other
sources. (e.g., Joint Mission Essential Task List, Universal Joint Task List (UJTL)).
(PR: DMS0)

C4.2.3.2.2. In1st quarter FY 1996, define CMM Stechnical framework.
(PR: DMSO)

C4.2.3.2.3. InFY 1996, develop CMMS software environment and support
ongoing CMMS activities by ssimulation developers. (PR: DMSO)

C4.2.3.2.4. InFY 1996, incorporate existing conceptual models
(including process models) into the CMMSas feasible. (PR: DMSO)

C4.2.3.2.5. Beginningin FY 1996, simulation developers voluntarily build
their conceptual models in accordance with the CMM Stechnical framework and provide
them to DM SO for integration into the DoD-wide CMMS. (PR: DoD Components)

C4.2.3.2.6. InFY 1997, complete initial version of crams, maintain and
evolve CMMS on acontinuing basis, and support ongoing Component CMMS projects.
(PR: DMS0)

C4.2.4. Sub-Objective 1-3. Establish data standards to support common
representations of datain models and simulations.

C4.2.4.1. Discussion. Datais critical to M&S. Inthe dataarea, the
overarching objective is to enable data suppliers to provide the community affordable,
timely, verified, and validated datato promote reuse and sharing of data, interoperability
of models and simulations, and improved credibility of M&Sresults. The policies,
procedures, and methodol ogies for data standards form general guidance for dataused in
environmental, systems, and human behavior representations (Objectives 2 (section
C4.3)), 3 (section 4.4.)), and 4 (C4.5.))).

C4.2.4.2. |ssues.
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C4.2.4.2.1. The need to establish data standards (e.g., data element
definitions, data dictionary, datamodels, etc.) in compliance with DoD policy.

C4.2.4.2.2. Thelack of DoD guidance on the establishment of data
standards for complex data (e.g., probability of hit and/or kill, images, road networks),
nomenclature, and symbology.

C4.2.4.2.3. The need to define requirements for supporting data and data
standards in the distributed MSRR system.

C4.2.4.3. Actions:

C4.2.4.3.1. Establish datamodeling and standardization efforts in the
M& S community in compliance with DoD Policy. Ongoing. (PR: DMSO)

C4.2.4.3.2. Develop extensions to data standards to include nomenclature,
symbology, and complex data standards. Issue initial M& S policy and procedures for
data standards in FY 1996, complex data standards in FY 1996, nomenclature and
symbology standards in FY 1997. (PR: DMSO)

C4.2.4.3.3. Develop the requirements for supporting data and data

standards in the MSRR system by third quarter FY 1996. (See Sub-Objective 5-3,
subparagraph C4.6.3.2.)) (PR: DMSO)

C4.3. OBECTIVE 2

Provide timely and authoritative representations of the natural environment.

NOTE: VV&A, resource repositories, and configuration control are addressed in
Objective 5, section C4.6.

C4.3.1. Discussion. Models of military operations depend on interaction with
representations of the natura environment including permanent and semi-permanent
man-made features. Further realistic representation of military operations requires
integration of weapons effects and resulting environments. This requires authoritative
three-dimensional representations of the terrain, oceans, atmosphere, and space to
include environmental quality issues (e.g., conservation, pollution prevention). These
representations are complex in design and require significant funds and time to build.
Therefore, the complexity should be commensurate with the simulation's functional
requirement for detail given the scope of what is being modeled. Additionally,
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environmental representations must be seamless in terrain, ocean, atmosphere, and
space boundary regions to present fully integrated datafor M&Suse. For example,
M&Sinthe littoral region* can require high-resolution interface between terrain,
oceanographic, and atmospheric data and among process models of beach trafficability,
local atmospheric effects, tides, waves, surf, and sediment transport. Because resource
constraints prevent having current worldwide representations available off-the-shelf, a
suitable, cost-effective process must be established to provide "just-in-time" production
of these representations.

C4.3.1.1. Terrainrepresentation includes the configuration, composition, and
representation of the surface of the earth, including its relief, natural features,
permanent or semi-permanent man-made features, and related processes. Terrain
representation includes terrain coverage including seasonal and diurna variation such as
grasses and snow, foliage coverage, tree type, and shadow. The terrain surface includes
inland waters, and the seafloor bottom to the 20 meter depth curve. The representation
also includes the mutua interaction of dynamic phenomenaand the terrain.

C4.3.1.2. Oceanographic representations include data on the ocean bottom
(e.g., depth curves and bottom contours) as well as processes required to model the
natural and man-made changing surface (e.g., sea state) and sub-surface (e.g.,
temperature, pressure, salinity gradients, acoustic phenomena) conditions.

C4.3.1.3. Atmospheric representations are developed in azone from the
earth's surface to the upper boundary of the troposphere and include:

C4.3.1.3.1. Particulate and aerosol dataon haze, dust, and smoke (to
include nuclear, biological, and chemical effects)

C4.3.1.3.2. Dataon fog, clouds, precipitation, wind, condensation
(humidity), obscurants, contaminants, radiated energy, temperature, and illumination.

14 Thelitoral is defined as 1) Seaward - the areafrom the open ocean to the shore that must be controlled to
support operations ashore; 2) Landward - the areainland from the shore that can be supported and defended directly from the
sea.
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C4.3.1.3.3. Process models for generating, moving, dispersing, and
dissipating atmospheric phenomenain four-dimensional (i.e., three-dimensional spatial
location over time) representations of both natural and modified environments (to
include the effects conventional, nuclear, chemical biological, and other sweapons

and/or collateral effects).1®

C4.3.1.4. lonosphere and space representations are developed beyond the
upper boundary of the troposphere. These representations must include data on neutral
and charged atomic and molecular particles (including their optical properties) and the
processes required to model transatmospheric and exoatmospheric ballistics, orbital
dynamics, electromagnetic phenomena, aerospace, and astrodynamic relationships.
Effects on satellite and spacecraft performance and communications caused by natural
and human induced changes in the geomagnetic field and the presence of charged
particles must be portrayed accurately.

C4.3.2. Sub-Objective 2-1. Provide timely and authoritative representations of the
terrain.

C4.3.2.1. Issues:

C4.3.2.1.1. Definition of user community requirements in terms of the
required feature data content, levels of resolution, accuracy, and fidelity for terrain
representation.

C4.3.2.1.2. Development of standard, correlated terrain representations at
multiple levels of detail.

C4.3.2.1.3. Availahility of source data (e.g., imagery from overhead
systems).

C4.3.2.1.4. Coordination of terrain representation production to reduce
costs and improve data consistency and quality.

C4.3.2.1.5. Development of acost-effective capability to rapidly produce
standardized terrain datato meet Component needs, including the requirements of UCCs
to support short-notice operational planning and mission rehearsal.

15 Weapons and collateral effects environments include both the physical effects resultingfrom weapon

detonations and accidents/incidents potentially associated with the generation, transport, and weapons employment of
nuclear, biological, and chemica materialsin war and in OOTW.
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C4.3.2.1.6. Development of standard representations of terrain processes
(e.g., thermodynamic and hydrologic models, soil strength, slump) and seasonal changes
(e.g., foliage, ground cover, and reflectance).

C4.3.2.1.7. Development of acapability to represent terrain changes
dynamically (e.g., weapons and/or collateral effects, craters, earth moving, damage to
structures), and diurna changes (e.g., illumination, shadows, temperature, and
reflectance).

C4.3.2.1.8. Development of standard methods to link models and
simulations that use terrain data of differing resolution.

C4.3.2.1.9. The production of geo-typical, vice geo-specific, terrain
representations for training exercises.

C4.3.2.1.10. The accessibility and reuse of three-dimensional models of
typical cultural features (e.g., buildings, bridges).

C4.3.2.2. Actions:

C4.3.2.2.1. Develop authoritative terrain prototype data sets to support
M&Sactivities. (PR: Executive Agent - DMA)

C4.3.2.2.1.1. Select geographic areas for prototyping by the third
quarter of FY 1995.

C4.3.2.2.1.2. Specify the dataresolution levels, fidelity, and accuracy
required to support major M& Sfunctional areas in FY 1995.

C4.3.2.2.1.3. Develop datadictionaries in FY 1996 for the feature
content and attribution requirements of each M& Sresolution level.

C4.3.2.2.1.4. Define in FY 1996 the data structure, coding and
attribution scheme, symbology, and metadata requirements.

C4.3.2.2.1.5. Generate prototype terrain data sets over selected
geographic areas by second quarter FY 1996.

C4.3.2.2.2. Once developed, make all terrain representations available to
the M& S community through the resource repository system. Initiated in FY 1995.
Ongoing. (PR: Executive Agent - DMA)
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C4.3.2.2.3. Demonstrate rapid terrain data generation capability for all
specified M& S resolution levels from controlled (all-source) imagery and intelligence
sources. (PR: Executive Agent - DMA)

C4.3.2.2.3.1. InFY 1995, determine expected availability of source
data and develop plans to meet any anticipated shortfall by appropriate liaison. (PR:
Executive Agent - DMA)

C4.3.2.2.3.2. Select geographic areas and target M& S programs for
prototyping rapid terrain database generation in FY 1995.

C4.3.2.2.3.3. Demonstrate computer-assisted feature extraction from
multiple-source imagery, with data generalization techniques applied to generate
multiple-database resolution levels from single-pass extraction in FY 1996.

C4.3.2.2.3.4. Demonstrate aninitial capability in FY 1996 to
produce, within 1 week, standard terrain datato meet M& Sfunctional arearequirements

contained within anominal 2500 km? area.

C4.3.2.2.3.5. Demonstrate in FY 1997 the capability to produce
standard terrain datato meet M& Sfunctional arearequirements contained within a

nominal 2500 km? area (with three-dimensional terrain, including three-dimensional
man-made features, reasonably attributed), within 72 hours.

C4.3.2.2.4. Nominate dataexchange standards to Assistant Secretary of
Defense for, Command, Control, Communications, and Intelligence (ASD(C3l)), as
required in FY 1996. (PR: Executive Agent - DMA)

C4.3.2.2.5. Demonstrate the capability to generate and/or receive and
apply data updates to standard terrain representations, and document the configuration
control process requiredin FY 1996. (PR: Executive Agent - DMA)

C4.3.2.2.6. Develop authoritative terrain process representations, to
include the interface with atmospheric and oceanographic effects (e.g., littoral regions),
for selected M& Sfunctional areas. (PR: Executive Agent - DMA)

C4.3.2.2.6.1. Document terrain process representations in existing
weapons effects and vehicle mobility models to establish the baseline for subsequent
specification of standard terrain process representations in FY 1995. (PR: ARPA)
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C4.3.2.2.6.2. Establish standard process representations of soil
mechanics for weapons effects, engineering earthworks, and ground vehicle mobility in
FY 1996.

C4.3.2.2.6.3. Establish an enhanced set of standard terrain process
representations (e.g., thermodynamic and hydrologic models) in FY 1997.

C4.3.2.2.7. Develop capabilities for dynamic terrain. (PR: Executive
Agent - DMA).

C4.3.2.2.7.1. Establish standard capabilities for multi-state objects
(e.g., damaged structures, changes in vegetation) in FY 1996.

C4.3.2.2.7.2. Establishinitial capabilities for dynamic terrainin FY
1997.

C4.3.2.2.7.3. Develop standard process representations for dynamic
terrainin FY 1998.

C4.3.2.2.8. InFY 1997, develop a standard methodology for
interconnecting simulations (live, virtual, and constructive) that use terrain models of
differing resolution. (PR: Executive Agent - DMA)

C4.3.3. Sub-Objective 2-2. Provide authoritative representations of the oceans.

C4.3.3.1. |Issues.

C4.3.3.1.1. Definition of user community requirements in terms of the
required data content, levels of resolution, accuracy, and fidelity for ocean
representation.

C4.3.3.1.2. Availahility of source data (both bottom conditions, surface
data, and the water column).

C4.3.3.1.3. Development of standard, correlated, representations of the
oceans.

C4.3.3.1.4. Identification and development of coordinated, cost-effective
capabilities to produce certified oceanographic data.
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C4.3.3.1.5. Development of authoritative process representations for the
oceans to include natural and man-made effects.

C4.3.3.1.6. Development of acapability to interoperate and scale
oceanographic models.

C4.3.3.2. Actions:

C4.3.3.2.1. Determine expected availability of source dataand develop
plans to meet any anticipated shortfall by appropriate liaisonin FY 1996. (PR:
Executive Agent - to be determined (TBD))

C4.3.3.2.2. Develop authoritative oceanographic prototype data sets to
support M& Sactivities. (PR: Executive Agent - TBD)

C4.3.3.2.2.1. Select geographic areas in FY 1996 (as required for
littoral region interaction) and oceanographic conditions for prototyping.

C4.3.3.2.2.2. Specify the dataresolution levels, fidelity, and accuracy
required to support M& Sfunctional areas in FY 1996.

C4.3.3.2.2.3. Develop datadictionaries for the feature content and
attribution requirements of each appropriate M& Sresolution level in FY 1996.

C4.3.3.2.2.4. Define, in FY 1996, the data structure, coding, and
attribution scheme, symbology, and metadata requirements.

C4.3.3.2.2.5. Generate oceanographic prototype data sets in FY 1996.

C4.3.3.2.3. Once developed, make all ocean representations available to
the M& S community through the resource repository system. Initiate in FY 1996.
Ongoing. (PR: Executive Agent - TBD)

C4.3.3.2.4. Nominate dataexchange standards to ASD(C3l), as required in
FY 1996. (PR: Executive Agent - TBD)

C4.3.3.2.5. Demonstrate the capability to generate and/or receive and
apply data updates to standard oceanographic databases from multiple sources and
document the configuration control process required in FY 1997. (PR: Executive
Agent - TBD)
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C4.3.3.2.6. Develop authoritative oceanographic process representations
to include the interface with associated terrain and atmospheric effects (e.g., littoral
region shoreline, bottom, and wind conditions) for selected M& Sfunctional aresas.

(PR: Executive Agent - TBD)

C4.3.3.2.6.1. Define aninitial set of standard and dynamic process
representations for the ocean environment in virtual and constructive simulations in FY
1997.

C4.3.3.2.6.2. Establish enhanced standard oceanographic process
representations in FY 1998.

C4.3.3.2.6.3. Define and develop process representations for natural
and man-made perturbations on oceanographic representations in FY 1998.

C4.3.3.2.7. Develop astandard methodology for understanding and
managing the effects of interconnecting simulations using oceanographic models of
differing resolution in FY 1998. (PR: Executive Agent - TBD)

C4.3.4. Sub-Objective 2-3. Provide authoritative representations of the
atmosphere.

C4.3.4.1. Issues:

C4.3.4.1.1. Definition of user community requirements in terms of the
required data content, levels of resolution, accuracy, and fidelity for atmospheric
representations.

C4.3.4.1.2. Avalilability of source data.

C4.3.4.1.3. Development of standard, correlated, datarepresentations of
the atmosphere.

C4.3.4.1.4. ldentification and development of coordinated, cost-effective
capabilities to produce certified atmospheric data

C4.3.4.1.5. Development of authoritative process representations for the
atmosphere, to include natural and man-made effects.

C4.3.4.1.6. Development of acapability to interoperate and scale
atmospheric models.
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C4.3.4.2. Actions:

C4.3.4.2.1. Determine expected availability of source dataand develop
plans to meet any anticipated shortfall by appropriate liaison in FY 1996. (PR:
Executive Agent - TBD)

C4.3.4.2.2. Develop authoritative atmospheric prototype data sets to
support M& Sactivities. (PR: Executive Agent - TBD)

C4.3.4.2.2.1. Select geographic areas in FY 1996 (as required for
littoral region terrain and ocean interaction) and atmospheric conditions for prototyping.

C4.3.4.2.2.2. Specify the dataresolution levels, fidelity, and accuracy
required to support M& Sfunctional areas in FY 1996.

C4.3.4.2.2.3. Develop datadictionaries for the feature content and
attribution requirements of each appropriate M& Sresolution level in FY 1996.

C4.3.4.2.2.4. Define, in FY 1996, the data structure, coding, and
attribution scheme, symbology, and metadata requirements.

C4.3.4.2.2.5. Generate atmospheric prototype data sets by second
quarter FY 1996.

C4.3.4.2.3. Once developed, make all atmospheric representations
available to the M& S community through the resource repository system. Initiate in FY
1996. Ongoing. (PR: Executive Agent - TBD)

C4.3.4.2.4. Nominate data exchange standards to ASD(C3lI), as required in
FY 1996. (PR: Executive Agent - TBD)

C4.3.4.2.5. Demonstrate the capability to generate and/or receive and
apply data updates to standard atmospheric databases from multiple sources and
document the configuration control process required in FY 1997. (PR: Executive
Agent - TBD)

C4.3.4.2.6. Develop authoritative atmospheric process representations to
include the interface with associated terrain effects (e.qg., littoral regions) for selected
M&Sfunctional areas. (PR: Executive Agent - TBD)
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C4.3.4.2.6.1. Define aninitial set of standard and dynamic process
representations for the atmospheric environment in FY 1998.

C4.3.4.2.6.2. Establish enhanced standard atmospheric process
representations in Fy 1998.

C4.3.4.2.6.3. Define and develop process representations for natural
and man-made perturbations on atmospheric representations in FY 1998.

C4.3.4.2.7. Develop astandard methodology for understanding and
managing the effects of interconnecting simulations using atmospheric models of
differing resolution in FY 1998. (PR: Executive Agent - TBD)

C4.3.4.2.8. Develop authoritative representations of conventional,
nuclear, chemical, biological, and other weapon effects. Initiate in FY 1996; complete
inFY 1998. (PR: Executive Agent - TBD)

C4.3.5. Sub-Objective 2-4. Provide authoritative representations of space.

C4.35.1. Issues:

C4.3.5.1.1. Definition of user community requirements in terms of the
required data content, levels of accuracy, fidelity, precision, and resolution.

C4.3.5.1.2. Development of interoperable, internally consistent interfaces
with other environmental representations.

C4.3.5.1.3. Availability and internal consistency of aerospace and
astrodynamics source data.

C4.3.5.2. Actions:

C4.3.5.2.1. Determine current availability, expected development
schedules, and cost of appropriate source data and develop plans to meet any anticipated
shortfall through appropriate liaison by FY 1997. (PR: Executive Agent - TBD)

C4.3.5.2.2. Develop authoritative natural and manmade aerospace
prototype datasets. (PR: Executive Agent - TBD)

C4.3.5.2.2.1. Select specific transatmospheric and space
environmental regimes and conditions for prototyping in FY 1996.
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C4.3.5.2.2.2. Specify dataaccuracy, resolution levels, fidelity,
degrees of precision, and formats required to support M& Sfunctional areas by FY 1997.

C4.3.5.2.2.3. Develop, by FY 1997, datadictionaries describing
location, feature content, lineage, current status, and attribution information for all
aerospace data and data sets, including their relationship to each M& Sresolution level
and the particular portions of aerospace and astrodynamic environmental representation
to which they apply.

C4.3.5.2.2.4. Define the data structure, coding and attribution
scheme, symbology, and metadata requirements by FY 1997.

C4.3.5.2.2.5. Create ananalytically useful depiction of the space
environment by FY 1997.

C4.3.5.2.2.6. Demonstrate rapid, accurate, computer-assisted
electronic, infrared, and radar data generation, modeling and display capabilities at all
specified M& Sresolution levels using controlled (all-source) imagery and intelligence
information by FY 1997.

C4.3.5.2.3. Once developed, make all space representations available to
the M& S community through the resource repository system.emsp; Initiate in FY 1996.
Ongoing. (PR: Executive Agent - TBD)

C4.3.5.2.4. Nominate data exchange standards to ASD(C3lI), as required,
by second quarter FY 1996. (PR: Executive Agent - TBD)

C4.3.5.2.5. Demonstrate the capability to generate and receive data
updates from multiple sources, and apply them to databases supporting
engineering-grade synthetic environments (including full documentation of all
appropriate configuration control and certification processes) by FY 1998. (PR:
Executive Agent - TBD)

C4.3.5.2.6. Develop authoritative aerospace and astrodynamic process
representations for selected M& Sfunctional areas and synthetic environments. (PR:
Executive Agent - TBD)

C4.3.5.2.6.1. Define standard and dynamic aerospace and
astrodynamic process representations by Fy 1998.
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C4.3.5.2.6.2. Establish enhanced standard aerospace and
astrodynamic process representations, consistent with all appropriate synthetic
environments by Fy 1999.

C4.3.5.2.6.3. Adapt appropriate dynamic environmental depiction
methods, including internally consistent spatial frames of reference, to networks of
models and complex interactive simulations by FY 1998.

C4.3.5.2.7. Develop astandard methodology for understanding and
managing the space-related effects of interconnecting simulations within aerospace and
astrodynamic synthetic environmental representations of differing resolution, scale, and
scope by FY1999. (PR: Executive Agent - TBD)

C4.4. OBECTIVE 3

Provide authoritative representations of systems.

NOTE: VV&A, resource repositories, and configuration control are addressed in
Objective 5, section C4.6.

C4.4.1. Discussion. Systemsinclude U.S,, Allied, Coalition, and threat major
platforms, weapons, sensors, units, life-support systems, C4l systems, and logistics
support systems. Authoritative representations of systems require models of the
systems and their associated parameters that together provide V&V performance levels
across avariety of conditions. Inthe aggregate thisis avery large task and, for some
systems (e.g., C4l), avery difficult one.

C4.4.2. Issues.

C4.4.2.1. Development of community standards (e.g., resolution, fidelity) for
specifying representations of systems for use throughout the life cycle of systems.

C4.4.2.2. Coordination of M& S development programs to cost effectively
provide the required population of system representations.

C4.4.2.3. Development of acceptable algorithms for aggregating
representations of single systems into groups of entities that cooperate as aunit.

C4.4.2.4. Disaggregation of aggregated representations.
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C4.4.3. Actions;

C4.4.3.1. Identify initial common object classes for representing systems
beginning with platform representations, by second quarter FY 1996. (PR: EXCIMS)

C4.4.3.2. Aspart of the architectural prototype efforts described under
Objective 1, build examples, in FY 1995, of selected prototype classes of objects
representing systems. (PR: AMG)

C4.4.3.3. Assign Executive Agent development responsibility for common
object classes (e.g., vehicles, aircraft, missiles, spacecraft), on the basis of current
responsibility for real-world, physical entities by fourth quarter FY 1996. (NOTE:
owning organizations maintain responsibility for each specific example within an object
class) (PR: USD(A&T))

C4.4.3.4. Develop the system models and simulations required to satisfy the
full range of DoD needs. Compile initial requirements by third quarter FY 1996; assign
responsibilities by FY 1997. (PR: DoD Components)

C4.4.3.5. Once developed, make al system representations available to the
M& S community through the resource repository system. Initiate in FY 1996.
Ongoing. (PR: DoD Components)

C4.4.3.6. Develop methodol ogies, techniques, and algorithms by FY 1997 to
facilitate implementation of aggregated representations of entities and disaggregation of
higher-level representations into entities. (PR: TBD)

C4.5. OBJECTIVE4

Provide authoritative representations of human behavior.

NOTE: VV&A, resource repositories, and configuration control are addressed in
Objective 5, section C4.6.

C4.5.1. Discussion. Representations of humans and their behavior include human
capabilities and limitations; individua and group performance; effects of organizational
configuration and environment on performance; command, control and communications;
and doctrine and tactics. Missions include combat operations, OOTW (e.g.,
peace-keeping, humanitarian relief, drug interdiction), and production and logistics, with
specific attention to joint operations.
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C4.5.2. Sub-Objective 4-1. Develop authoritative representations of individual
human behavior.

C4.5.2.1. Issues:

C4.5.2.1.1. Extension of existing models of combat operations to include
individual combatants.

C4.5.2.1.2. Development of generic models of individual human
capabilities, limitations, and performance (physiological and psychological).

C4.5.2.1.3. Development of the capability to rapidly construct models of
individual human behavior for specific applications on demand.

C4.5.2.2. Actions:

C4.5.2.2.1. Establish baseline behavioral model architectures and
representational approaches by fourth quarter FY 1996. (PR: TBD)

C4.5.2.2.2. Establish acommon behavioral model architecture by forth
quarter FY 1997. (PR: TBD)

C4.5.2.2.3. Issue guidelines for the development of accredited behaviora
representations of individua combatants by second quarter FY 1997. (PR: TBD)

C4.5.2.2.4. Develop operational definitions of behavioral variables'’ and
categories!® relevant to individual humans, and establish requirements and priorities for
modeling these aspects of individua human behavior. Initiate in FY 1996. Complete
by fourth quarter FY 1997. (PR: TBD)

16 Individual behavior includes both physiological and cognitive processes under varying situations and
environmental conditions (e.g., morale, fatigue, stress, fear, and unpredictable behavior).
17 Behavioral variablesinclude levd of fidelity, resolution, and per-formance measures

18 Behavioral categoriesinclude sensory, perceptual, physical, cognitive, socia, and emotional behaviors.
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C4.5.2.2.5. Developinitial prototypes of selected generic components,
specified in terms of the above behavioral variables and categories, for models of
individual human behavior in FY 1997. (PR: TBD)

C4.5.2.2.6. Once developed, make all representations of individua human
behavior available to the M&S community through the resource repository system.
Initiate in FY 1996. Ongoing. (PR: TBD)

C4.5.2.2.7. Develop standardized interfaces to facilitate the reuse of
generic model components in different models of individua human behavior by FY
1997. (PR: TBD)

C4.5.2.2.8. Develop guidelines and amethodology for assessing
requirements for modeling individual humans in M& S applications. Provide interim
guidelinesin FY 1996, final guidelinesin FY 1996. (PR: TBD)

C4.5.2.2.9. Develop tools and techniques to significantly improve
existing capabilities to acquire knowledge about individual human performance by FY
1998. (PR: TBD)

C4.5.2.2.10. Develop models of individual human behavior using generic
model components.emsp; Integrate models of human behavior into combat models and
other applications. Initiate in FY 1997; Ongoing. (PR: TBD)

C4.5.3. Sub-Objective 4-2. Develop authoritative representations of the behavior
of groups and organizations.*®

C4.5.3.1. Issues:

C4.5.3.1.1. Extension of existing models of combat operations to cover
friendly, threat, and neutral forces over al levels and functiona areas.

C4.5.3.1.2. Development of generic representations of the behavior of
groups and organizations or modeling awide variety of potential adversaries and
non-combatants (e.g., insurgents, terrorists, drug cartels). This also includes social,
political, or economic behaviors that may be required to adequately portray OOTW.

C4.5.3.1.3. Development of the capability to rapidly construct models of
group and organizationa behavior for specific applications on demand.

19 Group and organized behavior addresses group dynamics, leadership, team decision processes, doctrine, and tactics.
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C4.5.3.2. Actions:

C4.5.3.2.1. Issue guidelines for the development of accredited behaviora
representations of friendly, neutral, and hostile force organizationsin FY 1996. (PR:
TBD)

C4.5.3.2.2. Establish requirements and priorities for modeling OOTW in
FY 1996. (PR: TBD)

C4.5.3.2.3. Develop representations of C3| structures and processes for
military and non-military organizations. Initiate in FY 1995; complete in FY 2000.
(PR: TBD)

C4.5.3.2.4. Develop operational definitions of behaviora variables and
categories relevant to groups and organizations, and establish requirements and
priorities for modeling these aspects of group and organizational behavior. Initiate in
FY 1996. Complete by fourth quarter FY 1997. (PR: TBD)

C4.5.3.2.5. Develop initia prototypes of selected generic components,
specified in terms of the behavioral variables and categories developed in Action
C4.5.3.2.4., above, for models of group and organizational behavior in FY 1996. (PR:
TBD)

C4.5.3.2.6. Once developed, make all representations of group and
organizational behavior available to the M& S community through the resource
repository system. Initiate in FY 1996; ongoing. (PR: TBD)

C4.5.3.2.7. Develop standardized interfaces to facilitate the reuse of
generic model components in different models of group and organizational behavior by
FY 1997. (PR: TBD)

C4.5.3.2.8. Develop guidelines and amethodology for assessing
requirements for modeling groups and organizations in M& S applications. Develop
interim guidelines in FY 1996, final guidelinesin FY 1997. (PR: TBD)

C4.5.3.2.9. Develop tools and techniques to significantly improve

existing capabilities to acquire knowledge about group and organizational performance
by FY 1998. (PR: TBD)
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C4.5.3.2.10. Develop models of group and organizational behavior using
generic model components. Integrate models of group and organizational behavior into
combat models and other applications. Initiate in FY 1997; ongoing. (PR: TBD)

C4.6. OBJECTIVES

Provide aM& Sinfrastructure to meet developer and end-user needs.

C4.6.1. Discussion. The M& Sinfrastructure consists of DoD Component M& S
systems and applications, VV&A, policy, procedures and support; resource repositories;
communications; and amanagement organization to coordinate use of M& S resources.

C4.6.2. Sub-Objective 5-1. Field M& S systems in adegquate numbers to meet
end-user needs

C4.6.2.1. |ssues.
C4.6.2.1.1. Identification of M& Srequirements.
C4.6.2.1.2. Total M&S system costs to support DoD Components.

C4.6.2.1.3. Acquisition and fielding of the appropriate numbers and types
of M& S by Components to satisfy overal DoD capability needs.

C4.6.2.1.4. Increasing the utility of existing and future models and
simulations by making them DIS-compliant.

C4.6.2.2. Actions:

C4.6.2.2.1. Identify M&S cost drivers and develop cost-effective fielding
options by FY 1997. (PR: DoD Components)

C4.6.2.2.2. Establish Component M& S requirements, with due regard for
the needs of the entire Department of Defense. Ongoing. (PR: DoD Components)

C4.6.2.2.3. Report DoD Component M& S requirements in terms of
capability and accessibility, in each of the three functional areas (training, analysis,
acquisition), to DM SO within 6 months of the publication of this DoD M& S Master
Plan, and update this report as changes occur. (PR: DoD Components)
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C4.6.2.2.4. Plan, program, and budget for the fielding and interconnection
of models and simulations. Ongoing. (PR: DoD Components)

C4.6.2.2.5. Phase out obsolescent M& S systems and research programs.
Ongoing. (PR: DoD Components)

C4.6.3. Sub-Objective 5-2. Develop methodol ogies, standards, and procedures for
the VV&A of models and ssmulations and the VV&C of data.

C4.6.3.1. Discussion. V&V of models, simulations, and data are essential to
gain the confidence of user organizations that M& S outcomes are representative of the
real-world, that they are reasonably correct, and that the models and simulations are
acceptable for aspecific purpose. V&V should be performed during the devel opment
of M&Sand as part of M& Slife-cycle management. Users must also properly accredit
or certify each model, simulation, or dataset as aprerequisite to its employment for
each specific application.

C4.6.3.2. Issues:
C4.6.3.2.1. Development of standards and procedures for V&V.
C4.6.3.2.2. Development of standards and procedures for accreditation.

C4.6.3.2.3. Development of standardized automated tools to support
VVE&A.

C4.6.3.2.4. Development of data certification standards and procedures,
to include metrics to describe dataquality.

C4.6.3.2.5. Maintenance of the history of VV&A and VV&C activities and
their results.

C4.6.3.3. Actions:

C4.6.3.3.1. PublishaDoD document establishing policy and assigning
responsibilities for VV&A of M&S. Coordinate in FY 1995. Promulgate in FY 1996.
(PR: USD(A&T)

C4.6.3.3.2. Develop prototype applications of VV&A to assess the
trade-offs between the cost and time required for VV&A (using varying procedures) of
M& Sin various categories and the M& Simprovement achieved under varying model
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circumstances (such as the maturity and complexity of the models). Perform pilot
VV&A efforts in FY 1995 and FY 1996. (PR: MSWG)

C4.6.3.3.3. Establish general VV&A standards and procedures for M& S
applications and specific standards and procedures as required for each M& S category in
FY 1996. (PR: USD(A&T))

C4.6.3.3.4. Provide on-call technical support services to accreditation
authorities beginning in FY 1996. (PR: DMSO)

C4.6.3.3.5. PublishaDoD document setting policy and assigning
responsibilities for VV&C of data; coordinate in FY 1996; promulgate in FY 1997.
(PR: USD(A&T))

C4.6.3.3.6. Establish VV&C standards and procedures for M&S
applications in FY 1996. (PR: USD(A&T))

C4.6.3.3.7. Develop metrics for measuring data quality by fourth quarter
FY 1996. (PR: DMSO)

C4.6.3.3.8. Once VV&A or VV&C has been performed, make histories of
activities and results available to the M& S community through the resource repository
system. Initiate in FY 1996. Ongoing. (PR: DoD Components)

C4.6.3.2. Sub-Objective 5-3. Provide arepository system to facilitate
developer and end-user access to M& Sresources.

C4.6.3.2.1. Discussion. The Department of Defense must establish a
distributed MSRR? system to efficiently and effectively provide the community with
timely, verified, and validated data, metadata, algorithms, models, simulations, and tools.
The MSRRs should also provide background information (e.g., model assumptions,
source of range of validity of algorithms, VV&A and/or VV&C history). Thiswill
promote reuse and sharing of M& Sresources and will improve credibility of M&S
results. The repository will provide tools for configuration management and for
accessing, browsing, and retrieving M& Sresources.

20The Modeling and Simulation Resource Repository system isafunctionally oriented, internetted, distributed

system for sharing and maintaining models, simulations, data, metatdata, algorithms, and tools.
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C4.6.3.2.2. |ssues:

C4.6.3.2.2.1. Access and reuse of M& Sresources across the
Department of Defense.

C4.6.3.2.2.2. Identification of authoritative datasources for M&S
resources.

C4.6.3.2.2.3. Configuration control of M& Sreusable resources (e.g.,
data, algorithms, models, simulations, tools).

C4.6.3.2.2.4. Identification of data security requirements.
C4.6.3.2.3. Actions:
C4.6.3.2.3.1. Develop adistributed MSRR system providing:
C4.6.3.2.3.1.1. Directories/catalogs;

C4.6.3.2.3.1.2. Data standardization resources (e.g., process and
data models, data dictionary);

C4.6.3.2.3.1.3. Reusable data, algorithms, models and
simulations; and

C4.6.3.2.3.1.4. Tools for browsing and accessing, linking across
resources, configuration management, etc. Develop an unclassified interim MSRR
(IMSRR) repository systemin FY 1995; classified IMSRR in FY 1996. Complete
Baseline | System FY 1997, provide Baseline Il System FY 1998. Initiate DoD-wide
distributionin first quarter FY 1999. (Repository requirements for authoritative
representations of the environment, systems, humans and their behavior are being
provided under Objectives 2, 3, and 4, sections C4.3., C4.4., and C4.5.) (PR: DMSO)

C4.6.3.2.3.2. Develop aM& Staxonomy for use inidentifying
authoritative data sources. Establish responsibilities and provide adirectory to
authoritative data sources as part of the MSRR. Initial directory and assignment of
responsibilities will be completed in FY 1995. (PR: DMSO)

C4.6.3.2.3.3. Define specific M& S data security requirements for
access across repositories in FY 1996. (PR: DMSO)
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C4.6.3.2.3.4. Develop configuration control procedures andtools to
access, modify, and update the resources (e.g., process models, data models, directories,
data, algorithms, models and simulations, authoritative data sources) in the MSRR.
Prototype by FY 1997; provide limited operational capability by second quarter FY
1998. (PR: DMSO)

C4.6.3.3. Sub-Objective 5-4. Provide acommunications infrastructure
adequate to meet M& S user needs.

C4.6.3.3.1. Issues:

C4.6.3.3.1.1. Trangtion of the current DS to an operational service
with improved reliability and increased bandwidth.

C4.6.3.3.1.2. Utilization of Defense Information Infrastructure and
commercial communication services.

C4.6.3.3.1.3. Utilization of radio frequency (RF) communications
(e.g., satellite communications, Single Channel Ground Airborne Radio System,
International Maritime Satellite) to support M& S and its interface with C4l systems.

C4.6.3.3.1.4. Accommodation of large numbers of operational users
involved in large numbers of simultaneous simulation exercises.

C4.6.3.3.1.5. Utilization of improved encryption devices under
development by National Security Agency (NSA) to provide higher capacity than those
currently used on the DSl.

C4.6.3.3.1.6. Implementation of MLS.
C4.6.3.3.2. Actions.

C4.6.3.3.2.1. Provide DSl communications services to ensure that
M& S user needs are met. Ongoing. (PR: ASD(Ca3l))

C4.6.3.3.2.2. Broaden the range of alternative communications
means to support the M& S community, including commercial services and RF links.
Ongoing. (PR: ASD(C3lI)

C4.6.3.3.2.3. Obtain appropriate encryption devices to support
classified M&S. Ongoing. (PR: DoD Components)
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C4.6.3.3.2.4. Advocate M& S requirements in the development of
emerging communications standards (e.g., multicasting and resource reservation).
Ongoing. (PR: DMSO)

C4.6.3.3.2.5. Provide MLSto link simulation participants in FY
1999. (PR: ASD(C3l))

C4.6.3.3. Sub-Objective 5-5. Provide operational support for the effective,
efficient, and responsive application of worldwide simulation capabilities to meet user
(e.g., operating forces, acquisition managers, staff analyst) needs.

C4.6.3.3.1. Discussion: Thereis aneed for acentral organization to
advise users of M& S suitahility, to coordinate M& S asset availability, to provide useful
information on M& S support requirements and practices, and to coordinate user
requests for M& S assets in support of mission needs.

C4.6.3.3.2. Issues:

C4.6.3.3.2.1. Coordinated utilization of the Department of Defense's
simulation assets.

C4.6.3.3.2.2. Coordination of support for the planning, set-up, and
execution of M& S-supported activities in an operationally responsive, cost-effective
manner.

C4.6.3.3.2.3. Establishment of acentral activity for obtaining M&S
support.

C4.6.3.3.2.4. Identification of requirements to conduct distributed
simulation exerci ses.

C4.6.3.3.2.5. Coordination of outside demands for M& S support to
minimize the impact on owning organizations.

C4.6.3.3.3. Actions:
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C4.6.3.3.3.1. EstablishaM& S Operational Support Activity
(MSOSA) as an operations support activity to coordinate utilization of M& S assets
among DoD Components. The MSOSA will assist M& S users in the planning, setup,
execution, and monitoring of M&Sevents. Initiate study and coordination in FY 1995;
designate responsible organizations by FY 1996; make operationa by FY 1997. (PR:
USD(A&T))

C4.6.3.3.3.2. Identify focal points for each DoD Component to work
with the MSOSA to plan and coordinate use of distributed simulation assets. Identify in
FY 1996. (PR: DoD Components)

C4.6.3.3.3.3. Identify notional requirements for distributed
simulation exercises by FY 1997. (PR: DoD Components)

C4.7. OBJECTIVEG6

Share the benefits of M&S.

C4.7.1. Sub-Objective 6-1. Quantify the impacts of M&S.

C4.7.1.1. Discussion. Achievingthe DoD M& Svision requires more than
just providing technical capabilities. Users must be convinced that M& S support of
their operations is both operationally effective and cost effective. Thus, it will be
necessary to analyze and demonstrate the use of M& Sto support specific functional
needs. Quantitative measures of the benefits that clearly demonstrate the impact of
M& S must be developed. The results will be disseminated to the Department of
Defense, Congress, other Government Agencies, and industry.

C4.7.1.2. Issue. Development of quantitative measures (e.g., readiness
impact, cost savings and effectiveness) of the benefits of M& Sto support investment
decisions.

C4.7.1.3. Actions:

C4.7.1.3.1. Develop metrics to alow assessment of the utility of M&Sin
FY 1995. (PR: DoD Components)

C4.7.1.3.2. Collect and anayze datafrom ongoing efforts, planned
experiments, and demonstrations to assess the impacts of M&S. Initiate in FY 1995,
and maintain as acontinuing activity. (PR: DoD Components)
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C4.7.1.3.3. Establish the DoD-wide impact of M& S based on DoD
Component inputs from Action C4.7.1.3.2., above. (PR: DMSO)

C4.7.1.2. Sub-Objective 6-2. Education of potential M& S users.

C4.7.1.2.1. Discussion. Managers need to be educated about the
advantages and disadvantages of different M& S applications and the functions that they
support. New users of models and simulations need instruction on how to set up their
own models and simulations.

C4.7.1.2.2. Issue. Expansion of user awareness and sharing of
information across the M& S community.

C4.7.1.2.3. Actions:

C4.7.1.2.3.1. Conduct M& S demonstrations addressing user needs.
Ongoing. (PR: DoD Components)

C4.7.1.2.3.2. Expand the M& S Information System to include abroad
knowledge base supporting the M& S community's development efforts in FY 1996.
(PR: DMSO)

C4.7.1.2.3.3. Develop and maintain information papers and short
courses on M&Sbeginning in FY 1996. (PR: DoD Components)

C4.7.1.2.3.4. Conduct and participate in seminars, symposia, and
workshops on M&S. Ongoing. (PR: DoD Components)

C4.7.1.3. Sub-Objective 6-3. Support bi-directional technology transfer with
other Government Agencies, industry, and allied nations.

C4.7.1.3.1. Discussion. Technology transfer with other Government
Agencies, private industry, and allied nations will promote dual-use and lead to improved
capabilities by both DoD and non-DoD organizations. Technology transfer will be
promoted only when appropriate and consistent with protection of U.S. Government
proprietary intellectual property and security policy.

C4.7.1.3.2. Issues

C4.7.1.3.2.1. Promotion of faster and more extensive technology
transfer with other Government Agencies, industry, and allied nations.
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C4.7.1.3.2.2. Establishment of international standards for M&S.

C4.7.1.3.2.3. Establishment of security policy regarding the release
of models and databases of U.S. and threat capabilities.

C4.7.1.3.3. Actions:

C4.7.1.3.3.1. Provide cost-effective, on-line access to technical
information provided by the DoD Components by fourth quarter FY 1996. (PR: DMSO)

C4.7.1.3.3.2. Conduct regular and frequent technology exchange
meetings beginning in FY 1996. (PR: DoD Components)

C4.7.1.3.3.3. Invite other Government Agencies, industry,
universities, and allied nations to observe or participate in M& S experiments and
demonstrations, seminars, workshops, and international working groups (e.g., North
Atlantic Treaty Organization Research Study Groups). Beginin FY 1995, and maintain
as acontinuing activity. (PR: DoD Components)

C4.7.1.3.3.4. Nominate evolving DoD simulation standards (e.g.,
DIS) for adoption by the International Standards Organization by FY 1996. (PR:
DDR&E)

C4.7.1.3.3.5. Provide representation to all standards development
bodies potentially involving M& S (e.g., Object Management Group, Open Systems
Foundation, National Institute for Standards and Technology) by third quarter FY 1995
to ensure that DoD needs are satisfied. (PR: TBD)

C4.7.1.3.3.6. Develop security policy guidance concerning the

release of models and data bases of U.S. and threat capabilities by fourth quarter FY
1996. (PR: TBD)
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PLAN MAINTENANCE

AP1.1.1. DoD 5000.59-P is to be a"living' document that reflects current
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requirements and technologies. Changes will be made according to guidance in DoD
5025.1-M, "DaoD Directives System Procedures,” (reference (1)). The DMSO maintains
and administers this plan as directed by the USD(A&T) andis the focal point for actions
regarding this Plan. The following table lists effective pages for this Plan. Thislist

confirms the currency and completeness of the document.

Table AP1.T1. Page Number and Currency Guide

Page

Change

Front Cover

Introduction

Foreword, Table of Contents, References Definitions, Acronyms

Chapter 1

Chapter 2

Chapter 3

Chapter 4

Appendices

Appendix 1

Appendix 2

Appendix 3

Appendix 4

Appendix 5

Rear Cover
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AP1.1.2. Use the following table to record changes to this plan:

AP1.T2.
Table AP1.T2. Record of Plan Maintenance

Change No.

Date of Change

Date Entered

Entered by
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AP2. APPENDIX 2

DoD INVESTMENT PLAN

To be provided
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AP3. APPENDIX 3

ACQUISITION FUNCTIONAL AREA PLAN

To be developed.
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AP4. APPENDIX 4

ANALYSSFUNCTIONAL AREA PLAN

To be developed.

82 APPENDIX 4



DoD 5000.59-P, October 1995

AP5. APPENDIX 5

TRAINING FUNCTIONAL AREA PLAN

To be developed.
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